




















































































































































































































































































































take place uniformly, reducing the stickiness factor. To achieve success, the metrics used
must consistently indicate the systems targeted or accounted for in the targeting process.

In his article, General Flynn argued that intelligence officers must build analytical
products that “actually influence commanders.”'%® Steam engine governors prove useful
as a metaphor in this. The SLTWCT paradigm provides a governor like mechanism
because it measures actions and effects generally tied to successful COIN practices. In
particular it places emphasis on the primacy of policing efforts. The elements break down
into the three categories of security incidents, security force functions, and population
perceptions. The security force functions break down further into tipping point measures
and rule-of-law measures.

The tipping point measures assess the actual systems which respond to security
incidents while the rule-of-law measures assess the function of these systems. Rule-of-
law measures enhance legitimacy. The traditional measure of intelligence information
indicates the population response to these systems and their functionality. The
achievement of events corresponding to each of the five elements which follow a security
incident represents a desired outcome for COIN forces and an undesired outcome for
insurgents. Conversely, the failure of COIN forces to achieve each of these five

represents an undesired outcome for COIN forces and a desired outcome for insurgents.

1%8E1ynn, 9.
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Security Incident Chronology
(6 Element Paradigm of SLTWCT, “slit wick tee”)

S -Security Incidents =insurgentrelated violence involving elements
of the population, host nation government, civil infrastructure, and
elements of both host nation and foreign security forces.

L -Local Security Force Organization = security force cooperation internally
and with the community with the purpose of eliciting tips and reports

(Hypothetical
T - Tips and Reports = security forces recieve information which supports probably cause Assessment)

W - Warrants = a judge issued order to arrest based on probable cause

C -Captures and SSE (Sensitive Site Exploitation) = Arrest and gathering of evidence (CSl) basedon a
warrant or probable cause

T - Trial = an apolitical judicial examination of all evidence resulting in conviction, acquittal, or mistrial

Figure 2. Graphic Representation of a Hypothetical SLTWCT Assessment
Source: Created by author.

Adding SLTWCT to existing doctrinal paradigms also provides the command and
staff MG Flynn’s requirement of “comprehensive reviews of everything that is happening
in the various districts.”** It permits rapid communication between leaders and led
regarding protective measures and the vulnerability of the environment to threat
elements. Finally, as indicated in figure 2 the paradigm addresses the security aspect of
MG Flynn’s desired district assessments.**° In these aspects SLTWCT complements the
reforms recommended by General Flynn.

The SLTWCT paradigm does not add new ideas but condenses some of the more
successful security practices for the COIN soldier and leader. This research lends support

to the assertion that the paradigm fills a doctrinal gap within the security component of

199¢1ynn, 18.
11pid., 19.

95



COIN. The paradigm provides an ORSA like memory aid for the non-ORSA soldier. It
better enables immediate and long term responses to individual security incidents and
helps translate intent into action at the lowest level. It provides soldiers a constructive
alternative to seeking unrestrained vengeance for a fallen comrade. The paradigm
provides soldiers a vision of the way forward with respect to acts of violence committed
by insurgents. In this sense it applies Lingles concept presented at the beginning of
chapter 2 that you get what you measure.

Figure 2 illustrates how each of the six element assessments might appear in an
assessment product. A hexagon associated with each unit area of operations includes
color coding for the assessment of each element in SLTWCT with the overall assessment
in the center. Arrows next to and in the center could indicate the latest trend for that
element and for all elements. Appendix D provides a menu of subordinate metrics which
may combine in the assessment to determine the security rating for each of the six
elements. The metrics progress in inclusiveness from broad to narrow.

Those conducting COIN security assessments may select from among these those
which best relate to the specific circumstances being addressed. The order of these
metrics generally reflect their priority however the unique circumstances of a particular
operation may prompt reordering. The rule-of-law metrics prove more difficult in high
security incident environments where the gathering of evidence poses an elevated risk of
additional attack. While implementing the paradigm may prove more difficult in such
circumstances, it still provides the soldier a guide in measuring the preferred actions in a

COIN environment.
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Figure 3. SLTWCT Paradigm and Systems Overview
Source: Created by author.

Similar to a PERT (Program Evaluation and Review Technique) sequence
diagram, figure 3 graphically approximates the relationship between the systems in a
COIN environment and the events of the security incident chronology. Concurrent with
the security incidents, the mavens, salesmen, and connectors from both COIN and
insurgent forces advocate themes and messages of varying stickiness in a specific
context. The themes travel within and between each of the systems. As a security incident
proceeds chronologically from the initial event to the trial any of the eight systems can
influence the process.

Figure 4 builds upon Bazinotti’s depiction of COIN paradigms, adding those of
the nine examined in this research originally not included in figure 1. Both POLICE and

SLTWCT fill the role of metrics while the other paradigms provide tools or describe the
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environment. Each of these tools plays a unique and important role in gaining situational

understanding in a COIN environment.

DIME

Broad Elements
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IPB OCOKA

 Analysis
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Figure 4. Proposed Overview of Existing Paradigms
Source: Author adaptation of Al Bazzinotti and Mike Thomas, “Assessing the Criminal
Dimensions of Complex Environments,” Military Police (Fall 2008): 7.

i

This research highlights five secondary but important points regarding the use of
security paradigms in COIN. First, the fact that COIN environments constitute open
systems reduces the ability of any metric to prove decisive yet metrics remain critical to
the assessment process. Second, traditional metrics include attacks and intelligence which
generally correspond with security incidents and tips/reports. Third, the fact that both
sides in a COIN environment seek to drive a tipping point corresponds with the Local
Security Force Organization metric category. Fourth, the enhancement of rule-of-law has
proven valuable to COIN success and corresponds with the last three measures of
SLTWCT. Fifth, like the Heisenberg Uncertainty Principle in physics, in COIN

98



measuring the right things is more important than increasing the accuracy of a
measurement.

Besides SLTWCT, another recommendation from this research involves further
study on tipping points in counterinsurgency, particularly with respect to identifying
mavens, salesmen, connectors, stickiness factors, and context. This could have a
significant impact on the information operations community. For example, the term
‘influence” might replace ‘control’ as a goal regarding the population. For the systems
lens, further analysis of the policing concepts in COMPSTAT offer opportunities to
refine COIN techniques based on the most current policing paradigm. This would have a
significant impact on the operational community. This research does suggest a
restructuring of the overview presented by Bazzinotti.

While not conclusive, the survey results of this research shown in Appendix C
indicate US Army COIN practitioners would consider using the SLTWCT paradigm if
provided the appropriate resources for implementation. To support this, the relative
weights of each element provide an indicator of the division of labor. Commanders would
of course tailor the relative weights based on specific circumstances. For example, a high
security incident rate might require greater emphasis. COIN units could conduct
SLTWCT briefings upon entry to theater to communicate an assessment of the security
status much like the SWEAT-MSO brief communicates the assessment of the
infrastructure status. Ideally, a review of these metrics should correspond with the
intuition of the commander.

This research indicates potential for modification to existing KLE formats to
include tipping point measures which better enable assessment of KLE documents. In
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such a change, the narrative portion may include stickiness factors and contextual
information. In “Beyond Reconciliation” the authors provide an example of how the
tipping point concepts can positively influence key leader engagements.*** Another
change the author recommends is adding the term “metrics” to the definitions manual and
the words “trial” and “court” in appropriate places in the IPB TTP, IPB and ISR manuals.

Finally, a SLTWCT Handbook similar to that of SWEAT-MSO would provide a
common base for commanders and staff to rapidly communicate understanding regarding
the security status in a COIN environment. This handbook would build on the concepts
presented in the article on SLTWC2 and refined in this research. The handbook would
require additional research regarding the delineation between the green, amber, and red
status for each of the six elements, similar to the current assessment products presented to
the public by COIN forces in Afghanistan. Further research applying this concept to other
COIN operations could strengthen confidence in its utility.

Other findings from this research include important points that warrant additional
research. For example, table 10 indicates a paradox of security incidents defining an
insurgency while remaining of equal or less importance relative to organization, tips and
reports, and the combined weight of the rule-of-law measures. This research also
reinforces the importance of host nation participation and leadership in COIN operations.
Finally, this research reinforced the assumption that the current definition of effects

adequately supports COIN.

11Nathan Minami, David Miller, Michael Davey, and Anthony Swalhah,
“Beyond Reconciliation: Developing Faith, Hope, Trust, and Unity in Irag,” Military
Review 91, no. 2 (March-April 2011): 57.
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In this aspect, this research also contradicts one of the author’s premises that
COIN doctrine lacked the necessary specificity to communicate the author’s effects of
reconcile, capture, kill, marginalize, and exile. The counterparts exist as follows:
reconcile~reintegrate, capture~seize, kill~destroy, marginalize~neutralize, and
exile~dislocate. This represents the most significant change in the views of the author
through the conduct of this research.

Given the tie to effects, many units might choose to assign this assessment
security process to the fire support coordinator and staff. Prior to this change the author
identified the preference for trial over conviction as the final metric in the paradigm
because convictions better reflect an outcome rather than a category of metrics. A third
change in view of the author was a shift from a focus on MOE to the broader concept of
metrics, adding MOP. The final change consisted of modifying the SLTWC2 terms of
SIGACTS to security incidents, network to organization, and conviction to trial because
these terms relate more closely to the definition of security and the desired outcomes.

No paradigm will provide a silver bullet for all COIN security problem sets
however SLTWCT does offer a useful tool to establish a mindset, collect and analyze
data in a more meaningful way, and systematically address key security requirements for
success in COIN operations. While the paradigm will not automatically render a COIN
operation decisive or low in cost, it assists in focusing COIN efforts towards meaningful
actions. This research indicates the paradigm fills an existing gap in COIN literature in
the crucial area of assessing the level of security, and warrants consideration for addition

to US Army doctrine.
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GLOSSARY

Capture and Sensitive Site Exploitation. Arrest and gathering of evidence (i.e. Crime
Scene Investigation) based on a warrant or probable cause

Counterinsurgency. Military, paramilitary, political, economic, psychological, and civic
actions taken by a government to defeat insurgency

Economic System. The web of resources through which goods and services flow

Effect. The physical or behavioral state of a system that results from an action, a set of
actions, or another effect. The result, outcome, or consequence of an action. A
change to a condition, behavior, or degree of freedom

Harka/Harki. Native Arab Berber Algerians serving in a security forces dedicated to the
conduct of COIN operations in Algeria in support of French forces.

Insurgency. An organized movement aimed at the overthrow of a constituted government
through the use of subversion and armed conflict

Intelligence Information. Tips, reports, or survey data which, when analyzed, contributes
to the overall intelligence picture.

Judicial System. The legal apparatus designed to process disputes through established
courts based on the application and interpretation of a particular set of laws

Local Security Force Organization. The development by host nation security forces of
relationships internally and within the population that allow the forces to elicit
tips and reports and provide protective measures

Measure of Effectiveness (MOE). A criterion used to assess changes in system behavior,
capability, or operational environment that is tied to measuring the attainment of
an end state, achievement of an objective, or creation of an effect. MOE answer
the question, “Are we doing the right things?”

Measure of Performance (MOP). A criterion used to assess friendly actions that is tied to
measuring task accomplishment. MOP answer the question, “Are we doing things
right?”

Metrics. A non-doctrinal umbrella term for MOE and MOP

Pacification. Identification and employment of the favorable minority to destroy the
hostile minority and to control [influence] and rally the neutral majority

Paradigm. A conceptual framework that permits the explanation and investigation of
phenomena or the objects of study in a field of inquiry.
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People or Population. The citizens or residents of the country in which the insurgency
occurs

Police Primacy. The establishment of local police forces as the primary security
authorities with military forces in a supporting role.

Political Action. Political, ideological, and administrative system to control [influence]
the population.

Political System. The governing system which accounts for the management of public
goods and services.

Security. A condition that results from the establishment and maintenance of protective
measures that ensure a state of inviolability from hostile acts or influences

Security Incident. Violence involving elements of the civilian population, host nation
government institutions, civil infrastructure, and elements of both host nation and
foreign security forces

Security Incident Chronology. The chain of events from the ideation of an attack to the
final consequences for the perpetrator and others involved, regardless of the stage
to which the attack may have progressed.

Survey. A scientific sampling of host nation population opinions regarding the entities
and context involved in a counterinsurgency [no current doctrinal definition
equates this to human terrain reconnaissance]

Trial. An apolitical judicial examination of all evidence resulting in conviction, acquittal,
or mistrial

Warrant. A judge issued order to arrest based on probable cause
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APPENDIX A

Irag Weekly Security Incident Trends

Overall Weekly Security Incident Trends
January 3, 2004 - May 28, 2010
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Source: USF-J5 Assessments SIGACTS Il Database (U.S. and Iragi Reports) as of June 5, 2010. Chart includes executed attacks and
potential (found and cleared) aftacks. As a result of the June 30, 2009 withdrawal from cities, USF-I now relies on host nation reporting as the
primary data source. Current charts now show a combination of U.S. and host nation reported data. The combination of these reports causes
baseline numbers to increase, making it difficult to directly compare these charts with those presented prior to June 2009.

The change in definition of security incidents to add host nation reporting reinforces the
reduction trend. Tipping points reflected in the chart include the initial tip into insurgency
in July 2003 with the first IEDs. This was reinforced by the April 2004-Fallujah and
militia responses to the political environment. The next tip occurred in October 2005 with
the constitutional referendum and elections. The tip after that resulted from the 2006
Samarra Mosque attack. The final tip resulted from the September 2006 Awakening and
the November 2006 surge announcement. This chart serves as a model for analysis of the
remaining five elements of SLTWCT.
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APPENDIX B

Iragi Chain of Command Board

/ Prime Minister
Nuri al-Maliki
\ President ] ve VP
Jalal Talibani = 8l Adel Abd al-Mehdi Tariq al- Hashimi ) 1 KRG President
o e Masoud Barzani

N
[ . Deputy PM Deputy PM
: Fadhil Mirani 3 a?ir'aﬁaﬁawi e KRG PM
Y o4 Barham Salih

g B Minister of Interior ’ Minister of Defense : Minister of Peshmerga
g 5 Jawad al-Bulani ‘ Abd al-Qadir al-Mufraji { § Affairs
N ' Shaykh Jaffir Mustafa

Dep Minister of Iraqi IGFC Commander Deputy Minister of
é Police LTG Ali Ghadan Peshmerga Affairs
e MG Aidan Qadir MG Jabar Yawar
" Provincial Director of 12" Iragi Army 10" Peshmerga Brigade
s Police Commander Commander
MG Jamal Tahir Bakr MG Abdul Amir Rida BG Shirko Fatih

sakal. aill

This chain of command board represents the three security force organizations and their
leadership that 2/1 CAV engaged to enhance a security network of networks throughout
2009. A translated version of this board was created for posting in Iragi Police stations.
Two other versions for the Iraqi Army and Peshmerga with their respective backgrounds
were meant for their headquarters. 2/1 CAV posted an English version in the Tactical
Operations Center (TOC). After the departure of 2/1 CAV these security forces executed
the plan to conduct joint security operations pending political resolution of the status of
Kirkuk province. At the time we created this product Fadhil Mirani had been nominated
to serve as deputy prime minister but his nomination was later withdrawn. When posted
in the TOC this product served as a catalyst for some interesting conversations with some
of our Iraqi partners.

Source: Created by Author
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APPENDIX C: Metrics Survey and Results

1. How many COIN rotations have you participated in?

Afghanistan

One 8 72.73 %

Two 3 27.27 %

Total Responses 11 100.00 %
Iraq

One 15 60.00 %

Two 9 36.00 %

Three or more 1 4.00 %

Total Responses 25 100.00 %
Other

One 4 80.00 %

Two 1 20.00 %

Total Responses 5 100.00 %

2. Were you involved in assessing security during your deployment?

Yes 14 50.00 %

No 14 50.00 %

Total Responses 28 100.00 %

3. Have you ever worked with ORSA (Operational Research and Systems Analysis) in a COIN
environment to improve your organization's effectiveness?

Yes 6 21.43 %
No 22 78.57 %
Total Responses 28 100.00 %

The experience was a productive exchange.

Strongly Agree 4 66.67 %
Agree 2 33.33%
Total Responses 6 100.00 %

4. The problems MG Flynn discussed are common throughout the intelligence community.

Strongly Agree 3 10.71 %
Agree 17 60.71 %
Neither Agree nor Disagree 6 21.43%
Disagree 1 3.57%
Strongly Disagree 1 3.57 %
Total Responses 28 100.00 %

5. Appropriate security metrics can more effectively link the intelligence community to operators.

Strongly Agree 1 3.70 %
Agree 16 59.26 %
Neither Agree nor Disagree 7 25.93 %
Disagree 2 7.41 %
Strongly Disagree 1 3.70 %
Total Responses 27 100.00 %
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6. With respect to assessment as described in FM 5-0, do you consider quantitative or qualitative

metrics more important in COIN?

Qualitative
Quantitative
Equally Important
Not sure

Total Responses

N 01N 00

9. With respect to Malcolm Gladwell's book and the Tipping Point Leadership reading in L103,

when do you think most tipping points are identified?

Before they occur 3
During the change 6
After they occur 16
Not Sure 3
Total Responses 28

Do you think meaningful security metrics can better assist in identifying tipping points prior to

their occurrence?

Yes 12
No 2
Not Sure 8
Total Responses 22

10. A security paradigm similar to SWEAT-MSO would aid soldiers, staff, and commanders in

assessing the security environment.

Strongly Agree 3
Agree 15
Neither Agree nor Disagree 7
Disagree 1
Strongly Disagree 2
Total Responses 28

11. If provided a SLTWCT handbook and a user friendly databasing system, | would consider

using SLTWCT as a security metrics paradigm in a counterinsurgency.

Strongly Agree 5
Agree 13
Neither Agree nor Disagree 6
Disagree 1
Strongly Disagree 2
Total Responses 27
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APPENDIX D

SLTWCT Subordinate Metrics Menu

93 Total

Security Incidents (17)
__Total number of incidents by type
__Total number of insurgent related incidents by type
__Number of high profile attacks
__Number of civilian deaths from all acts of violence
__Number of civilian deaths from insurgent related attacks
__Number of civilian injuries from all acts of violence
__Number of civilian injuries from insurgent related attacks
__Number of ethnically motivated attacks
__Number of religiously motivated attacks
__Number of ideologically motivated attacks
__Number of suicide attacks
__Ratio of attacks which target secondary or ad hoc targets to total attacks
. __Ratio of attacks targeting external and host nation forces
__Host nation security force deaths
__Number of attacks against host nation officials
__Number of attacks against facilities
___Number of major crimes committed

2T OS3ITATTSQ MO Q0 TR

Local Security Force Organization (34)
a. __ Total number of host nation COIN mavens, salesmen, and connectors
b. _ Percent of population represented by identified host nation COIN mavens,
salesmen, and connectors
__Percent of each ethnic or sectarian population group represented by identified
host nation COIN mavens, salesmen, and connectors
__Percent of terrain with host nation police primacy
__Number of interagency host nation security meetings
__Percentage of relevant agencies represented at interagency meetings
__Percent host nation security force positions filled
__Host nation security force to population ratio
__Percent of fully trained host nation security forces
__Number of key leader engagements
__Number of key leader engagements producing a signed agreement
__Number of first-time key leader engagements
108
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m. __ Number of former insurgents supporting host nation COIN forces

n. __ Number of former insurgents supporting external COIN forces

0. __ Host nation security force AWOL statistics

p. __ Host nation security force substantiated abuse cases

g. __Total Escalation of Force (EOF) incidents

r. __Percent of host nation Escalation of Force (EOF) incidents are inappropriate
s. __Percent of host nation forces conducting independent operations

t. __ Ratio of prominent leaders who will and will not meet with external forces
u. _ Ratio of prominent leaders who will and will not meet with host nation forces
v. _ Total number of prominent leaders who will meet with external forces

w. _ Total number of prominent leaders who will meet with host nation forces

X. __Total number of prominent leaders who will not meet with external forces

y. __Total number of prominent leaders who will not meet with host nation forces
z. __Percent of host nation security forces with necessary equipment and supplies
aa. __ Percent of host nation headquarters with approved chain of command board
bb. _ Percent of host nation headquarters without political photo or portrait posted
cc. __ Percent of groups represented proportionally in government bodies

dd. __ Number of civilians seeking employment as security forces

ee. _ Percent of trained host nation investigative officers

ff. __ Ratio of investigative officers to the population

gg. __ Percent of trained host nation forensic specialists

hh. _ Ratio of forensic specialists to the population

Tips and Reports (16)
a. __ Total number of tips and reports
b. _ Percent of tips and reports which support the issue of a warrant
c. __Number of intelligence reports from areas of low reporting
d. __ Number of pending attacks reported by local populace to host nation
e. __ Number of pending attacks reported by local populace to the external force
f. __ Ratio of report frequency to population density
g. __ Number of tips to host nation forces regarding criminal activity
h. __ Number of caches found as a result of tips by locals
i. __ Number of munitions found in caches reported by local
J. __Survey data indicating the population perceptions of security*
k. __ Percentage turnout in an election*
I. __ Ratio of empty to full market areas*
m. __Grade school attendance levels*
n. __ Number of essential service protests*
0. __ Percent of Internally Displaced Persons returning to the area*
p. __ Ratio of supportive to hostile media reports or events*
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4. Warrants (9)
a. __ Total number of outstanding warrants
b. _ Percent of warranted top ten targets
c. __ Percent of warranted targets
d. _ Total warrants for major crimes
e. __ Estimated number of insurgent cells
f. __ Percent of insurgent cells with at least one member warranted
g. __ Ratio of warrants issued between various threat groups
h. __ Number of insurgent leaders who left area after a warrant was issued
i. __ Number of insurgent leaders who have ceased active support of the insurgency

5. Capture and Sensitive Site Exploitation (SSE) (9)
a. __ Total number of detainees warranted before capture
b. __ Number of top ten targets captured
c. __Number of insurgent desertions and defections
d. __ Number of high value targets killed
e. __Number of high value target detainees
f. __ Number of insurgent cells disrupted
g. __ Percentage of jails at normal capacity
h. _ Percentage of jails which pass inspection
i. __ Percentage of detainees providing information supporting capture of a top ten
target

6. Trials (8)
a. __ Total number of trials completed per month
b. __ Number of top ten targets tried in court
c. __ Percent of defendants convicted in court
d. _ Percent of defendants warranted prior to trial
e. __Average wait time for court cases
f. __ Number of host nation courts per 100,000 residents
g. __ Percent of trials which include first hand testimony
h. _ Percent of trials which include forensic evidence

*Reflects critical views of population but does not indicate security incident chronology
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