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Cyber Resilience in Deterrence
The objective of resilience is to survive and overcome an attack and by 
preparing, withstanding, absorbing, adapting and recovering from an 
attack. Deterrence by resilience influences the perceptions of potential 
adversaries. It involves a defender threatening to impose costs and deny 
benefits to an attacker. Breakdown of various deterrence mechanisms by 
time of cost imposition or denial of benefits relative to the attack phase is 
shown below.

The attacker must be made to perceive the defender’s resilience along the 
following lines:-

•	 Being sufficiently communicated and credible; 

•	 Defender’s credibility in conducting and sustaining this added 
imposition of cost; 

•	 Re-calculation of the perceived changes in his costs and benefits;

•	 His ability to adjust his actions according to these changes. 

Without these four criteria being met (the ‘4C’), resilience measures will 
not succeed. The 4C’s that relate precisely to deterrence through resilience 

Source: Ann E. Hammer et al., Cyber Resilience as a Deterrence 
Strategy, Sandia National Laboratories, September 2020 available at: 

https://www.osti.gov/servlets/purl/1668133
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is shown in Figure below.

The 4C’s of Deterrence through Resilience

There is no cyber deterrence strategy that is perfect.  Certain scholars 
question whether cyber deterrence is possible.36  The cyber domain has 
various exclusive challenges. The following table illustrates the role of 
deterrence by denial in the cyber domain, often achieved through cyber 
resilience.

Communication

The attacker has previously observed the defender demonstrate 
that the effects of similar attacks have been mitigated or that 
the defender has been able to recover promptly.

Credible

Attacker perceives that the defender believes resilience 
measures are in its own best interest to create and implement 
(e.g., not too expensive), also that the resilience measures are 
consistent with the defender’s principles (e.g., do not violate 
certain rights/freedoms).

Capable

Attacker has sufficient visibility into the defender’s resilience 
to believe their attack would be ineffective as well as that it 
would require too many resources to overcome the defender’s 
resilience measures. The attacker believes the defender has the 
ability to sustain resiliency across all relevant systems.

Communicated

The attacker has previously observed the defender demonstrate 
that the effects of similar attacks have been mitigated or that 
the defender has been able to recover promptly.

Calculated
Attacker perceives that the defender believes the attacker 
is a rational actor and has sufficient information about the 
attacker’s interest to influence decisions.

Source: Ann E. Hammer et al., Resilient Energy Systems and Cyber Deterrence 
and Resilience Strategic Initiatives, Sandia National Laboratories, September 2020 

available at: https://www.osti.gov/servlets/purl/1668133

https://www.osti.gov/servlets/purl/1668133
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Deterrence of Denial by Resilience in the Cyber Domain

Unique Cyber Domain 

Challenge

Role of Deterrence/Resilience

Wide range of attacker 
capabilities, cost/benefit 
structures and level of risk 
adversity.

•	 Implementing and constantly evolving the 
environment leads to the principle motive of 
denial which is to make it more difficult and/or 
require more resources to achieve the goal.

•	 The ability to manipulate cyberspace in the 
favour of the defender makes it difficult for the 
attackers to obtain the full potential payoff; 
few other applications favour the defender as 
cyberspace deterrence does.

•	 Attribution is difficult 
because of the wide range 
of potential threat ac-
tors as well as the use of 
third-party and proxy to 
disguise attack origins.

•	 An unknown attacker may be deterred by 
denial; building cyber resilience through passive 
denial defences (e.g. hardening systems) may 
make the attack less attractive even if identity is 
not fully known.

•	 Ensuring a well-protected target and/or the 
ability to recover quickly (via redundancy and 
resiliency) influences the cost/benefit ratio, re-
gardless of the ability to attribute (Nye, 2011).

•	 Cyberspace is a unique 
operational domain where 
military operations cannot 
be separated from civilian 
functions (i.e., business, 
criminal, social).

•	 Deterrence must apply to both virtual and 
physical aspects of the domain.

•	 Denial tactics that build defensive stability in 
the environment may be an effective deter-
rence strategy that avoids disproportionately 
affecting legitimate, non military operations in 
cyberspace.

•	 Retaliation and escalation tactics do not work 
well in cyberspace; however, denial strategies 
(i.e., demonstrating resilient systems) can be 
effective by influencing adversary decisions and 
mode of operation.

Source: Ann E. Hammer et al., Cyber Resilience as a Deterrence Strategy, Sandia 
National Laboratories, September 2020 available at: https://www.osti.gov/servlets/

purl/1668133

https://www.osti.gov/servlets/purl/1668133
https://www.osti.gov/servlets/purl/1668133


Maj Gen PK Mallick, VSM (Retd) | 35 

Section 6: Capabilities Based Deterrence

Indication of Cyber Capabilities

In recent times, Michael Fischerkeller and Richard Harknett have argued 
convincingly that deterrence is the wrong model. They recommend 
strongly a “capabilities-based strategy that would focus less on who might 
threaten the United States or where it might be threatened, and more 
on what the United States wants to be able to do in cyberspace.”37 For 
deterrence to be powerfully capabilities based, it must be:- 

•	 Rooted in cyber operational capabilities;

•	 Separate from any specific red line;  

•	 Known by or communicated to adversaries;

•	 Planned to cause restraint in adversaries.  

None would claim that deterrence can be accomplished based on these 
four points. But these can help in thinking about how capabilities affect 
deterrence. Capabilities-based deterrence is likely to succeed when it is 
tailored and targeted. The U.S. Defence Science Board concludes that “The 
U.S. cyber deterrence posture must be ‘tailored’ to cope with the range of 
potential attacks that could be conducted by each potential adversary.”38 
The advocates of cyber deterrence argue for tailoring, denial and layering.39  
The aim is not to stop all attacks but to reduce their intensity and prevent 
certain typical cyber operations. These ideas have led to several overlapping 
archetypes of deterrence – ‘A loud shout’, ‘A loud organisation’, ‘A quiet 
threat’ and ‘A symmetric counter’.

A Loud Shout. It is achieved by flaunting a cyber capability to scare 
current and potential adversaries. To show firmness and ability to punish, a 
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nation might shut off the street lights in an opponent’s capital or interrupt 
a water treatment plant or the nation’s internet backbone. It should be 
loud and clear that it was a deliberate event and worse could happen if the 
issue at hand is not settled satisfactorily.  Stuxnet showed the capability 
not just to a particular country but to all who were paying attention. A 
loud shout in cyberspace is challenging, since it amounts to revealing own 
cyber capability. In cyberspace it has been considered problematic since 
revealing a cyber capability provides the target with suggestions for how 
to defeat it. 

A Quiet Threat. A quiet threat may be made explicitly or subtly flaunted 
so that opponents know something they value is at risk. The Russian 
intrusions into U.S. electrical grids is an example. A quiet threat may be 
based on an earlier successful cyber attack. It can be visualised the Chinese 
quietly threatening U.S. policymakers with a mass or selective release of 
personal information from the OPM data breaches.

A Symmetric Counter. It is a capability developed to counter a similar 
capability suspected to be part of the resource of the adversary state.  If 
a state finds another is conducting intrusions into its electrical grid, then 
developing similar capabilities against the opponent’s grid would be a type 
of capability-based deterrence if properly signalled to the other side.

A state’s cyber capabilities can lead to restraint on the part of the opponent 
state. But there is no substantial evidence to show that a policy stance 
of having strong cyber capabilities deters adversary nation-states.  There 
is a counterargument - capabilities beget capabilities, operations beget 
operations. There is ample evidence to show that the Iranians, Chinese 
and Russians understood the U.S. cyber organisations, capabilities and 
operations. Given the low cost of developing cyber capabilities, a number 
of countries have joined the fray.

Though it is commonly believed that using a capability means that it 
cannot be used again, such argument against capabilities-based deterrence 
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may not necessarily be valid. More often than not, vulnerabilities remain 
unfixed by busy cyber defenders. The Russian malware Black Energy and 
Havex, inserted in Western energy grids were active for several years and 
remained effective. The Russians did not display their capabilities openly. 
They were not deployed as part of a deliberate operation to deliver a 
deterrence threat. This capability was not known to the U.S. decision-
makers. Russians planted the malware in some of the most sensitive 
American critical infrastructure networks. This made the impending 
threat imminent. The message to the Americans was clear: If the U.S. 
doesn’t calibrate their response option correctly, the impact could be felt 
immediately in specific plants in the electrical grid. This message was 
understood by the defender’s, i.e. American decision-makers, and included 
in their calculus.

If capabilities-based deterrence depends on the clandestine implantation 
of weapons that can be detonated remotely, it may lead to escalation and 
miscalculation. Things happen in the cyber domain at the speed of light. 

Not Deterrence but Tit-for-Tat

The U.S. has spent billions of dollars to develop cyber organisations and 
capabilities, enough to intimidate adversaries. Traditional cyber deterrence 
seems to be more effective. The logic of difficulty to attribute cyber attacks 
does not hold good. Neither Iran nor the U.S.  had any doubt about who 
its adversary was.

Nuclear weapons were never used during the Cold War. In comparison, 
cyber capabilities are used regularly, including disrupting attacks against 
critical infrastructure. All major nations collect intelligence through 
cyberspace. It is difficult to distinguish between intelligence collection 
operations and preparation for cyber attacks.  Edward Snowden has 
revealed that the U.S. possesses and uses such capabilities with greater 
frequency and skill than anyone else in the world. In cyberspace, Russia, 
China, and Iran have reasons to feel that they are the aggrieved party.
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Section 7: Cross-Domain Deterrence (CDD)

The Concept	

For a long time, scholars in the West feel that the concept of deterrence is 
too big to be kept in a single domain; particularly in the context of cyber 
deterrence, where it requires a comprehensive mix of military, economic, 
diplomatic and legal measures coordinated within an overall deterrence 
posture.

States interact in a variety of domains.  Not all of them are military in 
nature. Traditional concepts of nuclear and conventional deterrence 
developed and implemented during the Cold War are no longer valid 
in today’s strategic environment. The U.S.  National Security Strategy of 
2017 states, “deterrence today is significantly more complex to achieve 
than during the Cold War. Adversaries studied the American way of 
war and began investing in capabilities that targeted our strengths and 
sought to exploit perceived weaknesses.” State and non-state actors have 
started using a wide range of coercive tools to hurt adversaries against 
the background of various technological, economic, social and geopolitical 
macro trends.  These made new forms of power and influence projection 
across different domains possible. 

Today, interstate wars are extremely costly.  Major military powers are 
not inclined to wage wars against each other. To achieve their political 
objectives, they try and find alternative ways.  The emerging hybrid or 
grey zone warfare concepts are the simultaneous employment of military 
and non-military instruments below the conventional military threshold 
aiming to exploit adversary’s vulnerabilities in the pursuit of political 
objectives. Innovative actors have been using these avenues strategically 
to considerable effect. 
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These developments have led scholars to think about cross-domain 
deterrence in dealing with adversaries employing cross-domain strategies.  
Cross-domain deterrence involves the use of threats in one domain to 
deter activities in another domain. It is the probability of retaliation from 
one domain to another which constitutes the essence of CDD.

The concept of CDD has been developing over the past few years.  A 
recently published edited volume of Jon Lindsay and Erik Gartzke on 
cross-domain deterrence, with a Section on cyber deterrence, the scholars 
write, “cross-domain deterrence is not new today, but its relevance is 
increasing. Strategic actors have long combined capabilities or shifted 
domains to make coercive threats or design around them […] As a larger 
and more diverse portfolio of tools available for coercion complicates 
strategic choices, a better understanding of cross-domain deterrence 
becomes a critical asset for effective national security strategising.”40

The Clausewitzian formula that war as politics by other means is inherently 
cross-domain.  The precise nature of ‘other means’ is important. Today 
several different military and non-military means are available.  Scholars 
point out that “Clausewitzian conditions of fog and friction . . . are likely to 
become ubiquitous as cross-domain technological complexity increases.”

Definition

In the 2019 volume ‘Cross-Domain Deterrence: Strategy in an Era of 
Complexity’, Erik Gartzke and Jon R. Lindsay define CDD as “the use 
of threats in one domain, or some combination of different threats, to 
prevent actions in another domain that would change the status quo. 
”41  Dawkins defines it as “the ability for the weapons or tools of power 
from one domain to be used to deter the weapons or tools of power in 
another domain. ”42  Mallory defines successful cross-domain deterrence 
as a state, “when an opponent has no incentive to initiate or escalate 
conflict at any given intervention or escalation threshold in any given 
domain of warfare—both vertically and horizontally within that domain 
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and laterally into one or more additional domains of warfare.43”  Mallory 
asserts that “because war in space and cyberspace cannot be limited to the 
boundaries of a single geographic theatre of military operations, military 
leaders and analysts have increasingly chosen to highlight the need to 
deter potential adversary aggression within and across all five domains of 
military activity.”

CDD involves actions on land, sea, air, space and cyberspace, and sanctions 
and other non-violent instruments. CDD is about preventing escalation 
in any domain and across them. The threat of employing non-cyber kinetic 
capabilities to deter unwanted behaviour in cyberspace is CDD. May 2019 
Israeli air strikes at a building housing cyber hackers from Hamas can be 
seen as an example of cross-domain retaliation.44 

CDD in Today’s Warfare

Currently, warfare raises two major issues. There is advanced integration 
and synchronisation of military operations across land, air, sea, cyber, 
and space domains.  Also there exists inherent disharmony between 
strategic, operational and tactical levels of war. Concepts of multi-domain 
operations or all-domain operations are being developed to synchronise 
actions both horizontally across domains and vertically across levels of 
war. Because of the cross-domain nature of the challenge, strategists are 
looking at similar responses, including CDD. In this new background, 
cyberspace is a decisive arena in broader great power competition (GPC), 
with significant implications for CDD.

CDD has problems with the credibility of threats, proportionality and the 
complexity of signalling and escalation control. The essential issue with 
CDD is the challenge of making the retaliatory threat credible in the 
challenger’s eyes.45 There is some contrary aspect of CDD, viz, threats in 
the cyber domain can generate instability and risk for deterrence across the 
domains. Offensive cyber actions that target a state’s nuclear command, 
control, and communications could weaken strategic deterrence and 
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increase the risk of war.46 

Signalling in the cross-domain context is a complex affair. It is difficult to 
relate signals about specific actions in one domain to anticipated reactions 
in another domain.  Signalling in cyberspace is difficult as the relevant 
infrastructure of the cyber domain is not under the government’s exclusive 
control. Signals may get lost or be ignored by the adversaries. On the other 
hand, it can be argued that cyber weapons possess signalling advantages 
compared to traditional instruments.  These can be used as a show of force 
without starting the conflict because they do not always involve violent, 
kinetic effects. It may be sufficient to signal intent even though avoiding 
escalation.47 

The nature of the cyber and space domains and the character of 
technologies used in these domains can produce escalation risks.  Cyber 
and space domains can become unstable and can spread effects to other 
domains in CDD. From the space deterrence perspective, some experts 
gave the idea of ‘layered deterrence’. It includes a concurrent combination 
of international norms, retaliation, entanglement and denial of benefit, 
which can be conducted across domains.

Development of CDD

China. It is generally felt that Russia and China and have developed CDD 
concepts. Chase and Chan in ‘China’s Evolving Approach to ‘Integrated 
Strategic Deterrence’ argue that Chinese understanding of CDD includes 
“a multidimensional set of military and non-military capabilities that 
combine to constitute the integrated strategic deterrence posture required 
to protect Chinese national security interests. ”48   

Russia. Adamsky argues that the Russian theory of CDD and 
compellence is inherently intertwined, is still evolving and is being 
tested in the contemporary strategic practice.49 He views Russian CDD 
as being composed of three intertwined concepts: traditional nuclear 
deterrence, non-nuclear (conventional) deterrence relying primarily on 
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precision-guided missiles and special forces, and informational deterrence 
in cyberspace. In practice, this results in “uninterrupted informational 
deterrence waged on all possible fronts against all possible audiences, 
augmented by nuclear signalling, and supplemented by intra-war coercion.”

Problem Areas. The domains and the forces which can be employed 
in each of them are so dissimilar that their synergistic use proves to be 
very complex, as both military and foreign policy practitioners have 
experienced in recent years.  During the Obama administration, the 
U.S. Government grappled with devising a suitable response to Russian 
intrusion in the country’s elections.50 European governments experienced 
similar challenges as they were not prepared to communicate responses to 
Russian disinformation campaigns.51

Shawn Brimley argues that, “cross-domain deterrence dynamics will 
constitute a core analytic issue for the U.S. defence, diplomatic and 
intelligence community, particularly as shifts in the actual or perceived 
balance of power in the sea, air, space, and cyberspace become more 
opaque.”52 Juarez recommends that successful CDD can include some 
combination of five distinct strategies: counter-force (attacking the types 
of assets that launch the attack), counter-value (attacking high-value 
targets of the opponent), tit-for-tat (attacking a target of similar value), 
denial (denying the opponent’s attack), and ambiguity (being ambiguous 
about one’s response).53  

CDD and Cyber Domain

There is a close conceptual and historical relationship between CDD 
and cyber security.  Cyber capabilities provide command and control 
and intelligence in and across all other domains. James Lewis argues 
that ”deterrence in space or cyberspace cannot be domain limited. It will 
require threats in other domains, such as saying that an attack on our 
satellites could lead to an attack on terrestrial targets.”54  
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According to Schneider, “It is the difficulty of deterring cyber  operations 
that have provided the catalyst for discussion about the role of cross-domain 
deterrence as a substitute for within-domain deterrence strategies……
The resounding theme in the current debates about deterrence in and 
through cyberspace is the role that uncertainty will play in successful 
cyber deterrence, uncertainty about effects of cyber attacks, capabilities 
to create cyber attacks, actors conducting attacks, and responses to cyber 
attacks. The uncertainty is a technical characteristic of these operations 
but extends to the behavioural reaction to cyber operations.” 55 

However, cross-domain retribution for cyberspace deterrence invokes a 
very important concern about proportionality. In 2014, when the Sony 
cyber attacks were attributed to North Korea, President Obama promised 
to “respond proportionally” at a time and place of his choosing. The most 
apparent proportional response is an attack in kind on an adversary’s cyber 
infrastructure. Here, North Korea had no equivalent private corporate 
target like Sony. Shortly after the attacks, Obama signed the executive 
order allowing for sanctions against cyberspace attacks. The Obama 
administration felt that economic sanctions were appropriate proportional 
punishment options for many types of cyberspace attacks.

The following questions arise: 

•	 If a cyber attack causes a financial institution to lose resources, 
what are the most appropriate non-cyber proportional responses?

•	 If a cyber attack takes out a command and control node, would a 
kinetic attack like a bomb be considered proportional?56 

•	 There are significant cognitive differences between the virtual 
effects of cyberspace attacks and the solidity of a similar physical 
attack that damages life or limb.

•	 A question cames up as to how to deter terrorists.  
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Section 8: Principles of Cyber Deterrence 
adopted by the U.S.

Report of the U.S. Defense Science Board (DSB) Task 
Force on 57

In February 2017, the Final Report of the U.S. Defense Science Board 
(DSB) Task Force on Cyber Deterrence was published. 

The eight guiding principles for the DoD and U.S. Government are:-

•	 Deterrence by cost imposition requires understanding what key 
adversary decision makers value, holding that which they value 
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at risk, and communicating the credible will and capability to 
respond.

•	 Deterrence by cost imposition requires credible response options 
at varying levels of conflict. 

•	 In the event of a cyber attack on the United States (i.e., a failure of 
cyber deterrence), the question should not be whether to impose 
costs in response, but how and when to do so against the attacker, 
and how to connect the response to the attack. 

•	 The United States must clarify that it seeks to deter and will aim 
to impose countervailing costs in response to some forms of costly 
cyber intrusions.

•	 Responding to adversary cyber attacks and costly cyber intrusions 
carries a risk of escalation and intelligence loss, but not responding 
carries near-certainty of suffering otherwise deterrable attacks in 
the future.

•	 Reducing the vulnerability of US critical infrastructure is essential 
not only to deterrence by denial, it also reinforces the credibility 
of U.S. threats to impose costs on attackers.

•	 Cyber arms control is not viable, though norms and rules of the 
road may be both viable and highly valuable.

Three sets of initiatives to bolster deterrence against the most critical cyber 
threats and related challenges to the United States were recommended as 
follows:-

•	 Plan and Conduct Tailored Deterrence Campaigns.  One size will 
not fit all adversaries from peacetime to “grey zone” conflicts to war. 

•	 Create a Cyber Resilient ‘Thin Line’ of Key U.S. Strike Systems. 
It should boost the cyber resilience of select US strike systems like 
cyber, nuclear, non-nuclear and supporting critical infrastructure to 
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ensure that the U.S. can realistically threaten to impose unacceptable 
costs in response to even the most sophisticated large-scale cyber 
attacks.

•	 Enhance Foundational Capabilities. US Government must pursue 
diverse capabilities, such as enhancing cyber attribution, the broad 
cyber resilience of the joint force and innovative technologies 
that can enhance the cyber security of the most vital U.S. critical 
infrastructure. 

Planning for cyber deterrence operations will have the following 
challenges:-

•	 An adversary might conduct cyber attacks, in widely varying 
contexts from peace to grey zone conflict to the severe crisis to war. 

•	 Campaign planning must be an integral part of a broader political-
military campaign and other diplomatic and military actions. 

•	 Effects of cyber attacks can be highly uncertain and attribution may 
be difficult in some cases.

•	 Planning must engage senior national security leaders to make 
complex judgments under tremendous ambiguity about a range of 
issues including adversary leadership views, the risks of escalation 
in varying contexts and the specific impacts of both adversary and 
U.S. cyber actions on the strategic interests of the United States. 

The call for a comprehensive cyber deterrence strategy is summarized as, 
‘In the face of an escalating threat, the U.S. DoD must contribute to the 
development and implementation of a comprehensive cyber deterrence 
strategy to deter key state and non state actors from conducting 
cyberattacks against U.S. interests.’ Because of the variety and number of 
state and non state cyber actors in cyberspace and the relative availability 
of destructive cyber tools, an effective deterrence strategy requires a range 
of policies and capabilities to affect a state or non-state actors’ behaviour.
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Example of the U.S. Cyberspace Solarium Commission (CSC) 58

The U.S. Cyberspace Solarium Commission (CSC) was  established  to 
“develop a consensus on a strategic approach to defending the United 
States in cyberspace against cyber attacks of significant consequences.” 
The Cyberspace Solarium Commission  published its final report on 
March 11, 2020. The 182-page document is the culmination of a year-
long, bipartisan process to develop a new cyber strategy for the U.S. The 
Cyberspace Solarium Commission’s suggests a strategy of layered cyber 
deterrence. The report consists of over 80 recommendations to implement 
the strategy. The Chairman, in his forward note, outlined the following 
big ideas:-

•	 Deterrence is possible in cyberspace.

•	 Deterrence relies on a resilient economy.

•	 Deterrence requires government reform.

•	 Deterrence will require private sector entities to step up and 
strengthen their security posture.

•	 Election security must become a priority.

The Idea of Layered Cyber Deterrence 

The Commission advocates a novel strategic approach to cyber security 
called ‘layered cyber deterrence’. The desired end state of layered cyber 
deterrence is a reduced probability and impact of cyber attacks. The 
strategy outlines three ways to achieve this end state:-

•	 Shape Behaviour. Work with allies and partners to encourage 
responsible behaviour in cyberspace.

•	 Deny Benefits. Deny benefits to adversaries who have long exploited 
cyberspace to their advantage and at little cost to themselves. This 
new approach requires securing critical networks in collaboration 
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with the private sector to promote national resilience and increase 
the security of the cyber ecosystem.

•	 Impose costs. The U.S.  must maintain the capability, capacity, and 
credibility needed to retaliate against actors who target America in 
and through cyberspace.

Concept of Defend Forward and Layered Cyber Deterrence

Layered cyber deterrence places a concept of defending forward in a 
broader, whole-of-nation framework that uses multiple instruments of 
power to secure own networks in cyberspace. The connectivity and global 
reach of cyberspace make forward defence essential today. Operationalising 
defend forward and persistent engagement requires three key actions:-

Source: Senator Angus King, Cyberspace Solarium Commission, 11 Mar 2020 
available at: https://www.solarium.gov/  
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•	 Plan, resource and conduct cyber operations and standing campaigns 
to counter adversaries. This includes countering adversaries’ 
offensive cyber capabilities and infrastructure, organisations that 
support their cyber operations and campaigns and the locus of their 
decision making. 

•	 Have capabilities and processes within the cyber force to rapidly 
respond to emerging geopolitical situations and ensure that these 
cyber capabilities can be easily integrated with other military and 
non-military tools. The military should develop the capacity to 
provide decision makers with cyber options, including choices to 
support crisis bargaining and response options. 

•	 Operate in cyberspace to provide early warning, gain situational 
awareness of evolving adversary tactics, techniques, and procedures 
(TTPs), capabilities and personas. Conduct operational preparation 
of the environment. The cyber domain is dynamic, opportunities are 
fleeting and adversaries are agile and adaptive. 

When these three elements are combined, the military component of 
defending forward can be integrated as part of a whole of government 
effort with other instruments of national power. These include diplomacy, 
information, the military, economic and financial tools, intelligence and 
law enforcement. Layered cyber deterrence will change the cost-benefit 
calculations of the adversary to threaten own interests in cyberspace. It is 
difficult to stop all cyber activities of state and non-state actors engaged 
in espionage, military operations, political warfare or criminal activity. The 
aim is to reduce the severity and frequency of cyber activity. Layered cyber 
deterrence depend on robust public-private collaboration to ensure that 
national cyber strategy does not remain confined to the defense sector. 

The three layers deliver overlapping visions of networked cyber strategy to 
defend the nation as it meets new methods of digital warfare. The end state 
is to reduce the overall frequency and severity of cyber operations. The 
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first layer is an extension of entanglement strategies. It considers shaping 
the international environment critical for the development of cyber 
stability. It would enable allies to collaborate to create norms, regulations 
and institutions to encourage responsible action in cyberspace. The second 
layer  incorporates some traditional aspects of deterrence, especially 
resiliency and defence in depth. This effort comprises protecting critical 
infrastructure, securing elections and ensuring the stability of the economy 
and government. The third layer imposes costs and seeks to generate cyber 
capabilities and capacity. This is a critical method of applying force to 
coerce in cyberspace. The restoration was required after it was eliminated 
in the concept of persistent engagement. 

The strategy of layered cyber deterrence could become difficult if the layers 
culminate in working at cross purposes with each other. For example, 
one department’s efforts to create standard norms can conflict with the 
defense department’s offensive cyber initiatives. 

Source: Senator Angus King, Cyberspace Solarium Commission, 11 Mar 2020 available 
at: https://www.solarium.gov/  
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Layered cyber deterrence aims to alter how states compete and deter 
attacks in the cyber domain above and below the threshold of armed 
conflict. This can be achieved by a stable expectation of norms, denying 
attack surfaces to the opposition, enabling resilience in defence, and 
making clear, credible commitments to impose costs.

Section 9: Critical Issues of Cyber Deterrence

Practical Limitations of Cyber Deterrence

The classical concept of strategic deterrence has its limitations in 
cyberspace. During Cold War, deterrence was symmetrical and applied 
by approximately likewise strong actors who were able to assess their 
motives thoroughly. Cyber deterrence is multipolar.  It takes place between 
asymmetric opponents. The analogy of nuclear deterrence is misleading. 
Cyber capabilities are mostly opaque and can proliferate quickly. Risk 
of deterrence failure increases with problems of attribution, anonymity, 
advantage of attacks, global reach and interconnectedness, controllability 
and the credibility of digital capabilities and displays of power. Cyber 
operations are not always publicly acknowledged by either side.  Cyber 
deterrence can fail quickly and is not a reliable policy option. One is not 
sure what kind of capabilities the adversary might have and how they are 
using them.  Employment of non state actors to carry out offensives gives 
any state a higher degree of plausible deniability.

Deterrence is mainly about messaging or the ability to communicate 
boundaries and consequences. Martin Libicki renders the core message 
of deterrence as “if you do this then that will be done.” The ability to send 
that message requires the following:- 

•	 Attribution. The state should be able to define the target of 
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retaliation.

•	 Thresholds.  The state should be able to distinguish consistently 
between acts that merit retaliation and those that do not.

•	 Credibility. The state’s will to retaliate should be believed. 

•	 Capability.  The state should be able to pull off a successful response. 

The focus on cyber-deterrence is reasonable but misplaced. Aim of the 
deterrence is to change the calculations of adversaries by encouraging 
them that the risks of an attack offset the rewards or that they will be 
denied the benefits they seek. Deterrence can be effective if one can build 
and demonstrate offensive cyber capabilities.  Offensive cyber capabilities 
are an essential element for the nation-states to succeed in their current 
and future international and security policies.

Glaring weaknesses of U.S. deterrence policy got highlighted by two 
incidents: the 2014 hacking of Sony Pictures attributed to North Korea 
and the 2015 cyber attack on the U.S. Office of Personnel Management 
(OPM), attributed to China. The Sony episode revealed three notable 
shortcomings in U.S. cyber-deterrence policy:- 59

•	 Persistent ambiguity about the government’s role in responding to 
attacks on privately owned information infrastructure. 

•	 Inability to coordinate a unified response by the government 
and private industry to the threats. 

•	 Media was willing to report on the substance of the hacked e-mails 
brought to light by an aggressive foreign actor. It failed to highlight 
the motives behind the hacking.

The recent Ransomware attacks on U.S. critical infrastructure has exposed 
the limitations of deterrence capabilities of a powerful country like U.S. 
Although most individual ransomware attacks fall below the use of force as 
defined in international law, collectively the ransomware attacks threaten 
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national security, economic prosperity and public health and safety

Ron Bushar, senior vice president of Mandiant, speaking to Sea Air Space 
Conference August 2, 2021 said, “These attacks are rapidly outpacing 
our ability to innovate, defend against cyber tools and weapons and 
vulnerabilities that are the same problem. As we accelerate technology, 
innovation, and software development, we can’t keep up with the human 
mistakes that get put into code everywhere we see it….. I don’t think 
we’ve hit a real deterrence level in this space yet. And that’s going to be 
key to thinking through our strategy over the next few years.” He said 
that pursuing a primarily diplomatic strategy that “doesn’t have any real 
deterrence mechanisms built into it beyond kind of naming and shaming” 
is unlikely to be effective in the long run.  He said that the U.S. and 
its allies “have to think about attribution as a strategic imperative, not 
just as a nice-to-have. We have to get away from this model of, let’s go 
higher with cyber walls, right? Let’s deter our adversaries or prevent our 
adversaries from getting into our environments. ”60  

Failure of Deterrence 61

U.S. Example.  The concept of deterrence hasn’t held up in recent years. 
The ability to deter actors in cyberspace remains a source of contention in 
policy making and academic circles. The U.S. has faced dozens of state-
backed cyber attacks from virtually every one of its adversaries. A number 
of recent high-profile cyber operations including the SolarWinds hack by 
Russian cybercriminals62 and the  Microsoft Exchange hack by China63 
created doubts about the capability of the U.S. to defend itself and advance 
its interests in cyberspace. In response, President Joe Biden, In May 2021, 
released a detailed executive order64 to improve the nation’s cyber security.  

Russia. During the 2016 U.S. presidential campaign, Russian hackers 
broke into the Democratic National Committee’s e-mail servers and made 
efforts to influence the election’s outcome. Russia has carried out a series 
of attacks testing the defences surrounding critical U.S. infrastructure, 
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targeting the U.S. electricity grid and its operators. It made efforts to 
manipulate elections in 18 other countries. U.S. intelligence agencies 
and cyber security companies have connected Russian hackers to the 
shutdown of a German steel mill, the cutting off of phone and Internet 
service to some 900,000 Germans, and two disruptions of the power grid 
in Ukraine. This should be a warning about what damage can be done in 
the cyberspace.

China. Chinese hacking groups have stolen U.S. intellectual property 
from industrial manufacturers and military contractors. In 2015, China 
weaponised its ‘Great Firewall’ and conducted distributed denial of 
service attacks against U.S. websites e.g., against GitHub, which Beijing 
wished to punish for hosting content that the Chinese leadership found 
undesirable. Chinese cyber attacks against U.S. infrastructure and network 
probes continue to be a key U.S. concern.

North Korea. In 2014, North Korean hackers attacked the U.S. film 
studio Sony Pictures to block the release of a movie. The attack erased the 
content of thousands of computers, released embarrassing internal e-mails 
and intimidated Sony into cancelling the movie’s theatrical release. 

Iran. Iran has carried out attacks against U.S. financial institutions and a 
dam in New York.

Both Russia and China have shown a repeated willingness to criminalise 
the cyberspace. Short of preventing a significant loss of life or economic 
activity, Chinese and Russian actions show that the U.S. doctrine of 
deterrence has failed at the lower and middle levels. North Korea and 
Iran have pursued targeting actions in the cyberspace despite the threat 
of retaliation. The situation has led to  fresh calls for cyber-deterrence 
measures that would impose higher costs on would-be hackers while 
denying them the benefits.65  The Trump administration has elevated U.S. 
Cyber Command to a unified combatant command, which it believes 
will signal greater capability and resolve.66
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Building deterrence is not merely about military capability. There has 
to be a unified strategy that cuts across agencies. It should be willing to 
understand and use all the tools of power and policy and not only those 
that encompass the zeroes and ones of software or malware. 

Theoretical Limits of Deterrence in Cyberspace 

Differences between the kinetic and cyber operations pose serious problems 
when deterrence theory is applied in cyberspace. While the problems of 
attribution and proportionality are known, there is no agreement on how 
they can be solved.  Some advocate that these problems are unsolvable and 
deterrence will eventually be ineffective in this domain. Lan and colleagues 
stress that “the anonymity, the global reach, the scattered nature, and the 
interconnectedness of information networks greatly reduce the efficacy of 
cyber deterrence and can even render it completely useless.67 

There is also an opposite view which feels that deterrence could play 
a crucial role in averting cyber conflicts and their escalation. Whether 
deterrence theory offers the right framework for cyber deterrence or a 
new theory of deterrence is the question. Deterring potential aggressors 
depends greatly on the perceived (that is, in the minds of the aggressor) 
ability of a defender to survive and attribute attacks and the defender’s 
readiness and ability to respond to attacks.

Deterrence by threat in cyberspace is realistically applicable to cyber 
operations that result in direct physical effects that are non-repudiable 
and attributed quickly. The anonymity connected with attacks is necessary 
for attacks to be successful in bypassing deterrence by denial frameworks 
found in the perimeter defences of the logical or physical network layers.   
There are some fundamental challenges exclusive to cyberspace posed by 
anonymity.

Peter Singer of the Brookings Institution and others have identified 
this lack of attribution as the main factor that prohibits the direct and 
immediate application of deterrence theory to the cyber realm. If an 
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attack is attributable, then traditional deterrence is applicable, including 
the likelihood of a kinetic response. If it is not attributable, or the attacker 
believes it will be falsely attributed, it may be so enticing a weapon as to 
be irresistible.

Challenges in applying Deterrence Theory to                             
Cyber Warfare

The kind of retaliations or other forms of punishment and non-viable 
solutions for most retaliations in cyberspace are:- 68

•	 The state is responsible to produce the proof in identifying the 
perpetrator of an attack. The potential for retaliation depends upon 
attribution of who, what, and why an attack occurred. Absence of 
solid evidence is likely to lead to mis-identification and unnecessary 
escalation.

•	 The state must retaliate within a close temporal range. If a state 
does possess detailed intelligence on the target it wants to retaliate 
against. Developing intelligence along with a cyber weapon to 
target it increases the time period of response. It may take anything 
from days to years. Due to this temporal disconnect, the threat to 
punish a given action in response falls into a category of hyperbolic 
discounting. It can be discounted to the point of irrelevance.

•	 Deterrence by punishment needs proportionality. It is essential to 
have comparable assets to punish to prevent escalation or violations 
of international law. Comparable assets are often difficult to identify. 
To punish an asset needs pre-established access or knowledge of 
that asset. A computer or a network system that is penetrated today 
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for prepositioned access, might be patched, upgraded or taken 
offline tomorrow.

•	 A state must have a specific cyber weapon system tailored to its 
target. An old or repeated weapon is likely to be ineffective as the 
defender might have updated perimeter defences using defence 
in-depth by anti-virus programs, firewall intrusion detection and 
prevention systems (IDPS) or a variety of other security measures.

Though deterrence by punishment in cyberspace is possible, it is not a 
reliable or credible option.  This assessment is not unique. Analysis by 
Valeriano and Maness, shows that deterrence via punishment is generally 
ineffective and likely more dangerous than other means of preventing 
attacks.69 Furthermore, sustained invasive intelligence into adversary 
networks creates its own unique problems, including a security dilemma. 70  

Allocation of resources between deterrence and denial and the effectiveness 
with which they deter adversaries vary. Setting up of credible deterrence by 
denial often starts with allotment of funds to buy technical resources and 
make available human capital sufficient to continually update, enhance, 
audit and manage complex network infrastructure.71     

Section 10:  Chinese Concept of Cyber 
Deterrence

PLA’s Definitions

The Science of Military Strategy of China defines deterrence as “the 
strategic operation, with the threat to use or the actual use of military 
capability in order to influence the adversary’s strategic judgments by 
making the adversary feel it is difficult to achieve anticipated targets or 
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the cost may exceed the benefit, conducted by countries or political groups 
for certain political goals.”72 Chinese official publications emphasise the 
importance of linking deterrence actions to political objectives.  The PLA 
dictionary of military terminology of 2011 defines a strategy of deterrence 
as a military strategy of displaying or threatening the use of armed power 
to compel an opponent to submit. It categorised deterrence into offensive, 
defensive deterrence, conventional, nuclear, comprehensive or limited 
deterrence. A classified manual for the PLA’s Second Artillery, now the 
PLA Rocket Force, published in 2004, defines the purpose of campaign 
deterrence as to compel an enemy to accept own will or to contain an 
enemy’s hostile actions.  It states, deterrence is a tool for achieving policy 
objectives, and it is intended to support China’s overall national strategy. 

Strategic Deterrence

China feels, “Strategic deterrence is a major means for attaining the 
objective of military strategy, and its risks and costs are less than strategic 
operations…. Strategic deterrence is also a means for attaining the 
political objective.” Deterrence “may fail and even war or war escalation 
may be triggered if one mishandles the complex situation.” Therefore, 
“war fighting is generally used only when deterrence fails and there is 
no alternative, and the more powerful the warfighting capability, the 
more effective the deterrence.” There is a complete Section on Strategic 
Deterrence in the 2005 edition of The Science of Military Strategy.

Strategic deterrence includes nuclear deterrence.  Besides, it comprises of 
information, space and cyber operations. It also contains the ‘deterrence 
of people’s war;, and involves other government agencies and civilian 
capabilities.73 

The Science of Military Strategy published in the 2013 edition also has a 
Section on deterrence.  It highlights the basic principles from the earlier 
version and updated them according to changes in the international 
security environment and technological advances, especially in the PLA’s 
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level of information technologies, space, and cyber capabilities.74 

Deterrence in Cyberspace

Some Chinese scholars feel that applying deterrence to cyberspace is 
different from conventional deterrence. They think that attribution 
is difficult, detection and monitoring are yet to mature and that the 
effectiveness of a cyber attack is uncertain.75 The Science of Military 
Strategy concluded that there is “very great diversity in different people’s 
understandings of network deterrence and the theory and practice of 
network deterrence both await further development and perfection.”76  A 
noted scholar on China, Dean Cheng, notes that Chinese defence analysts 
traditionally view deterrence, or weishe, threats intended to raise the costs 
high enough, so a potential adversary does not act in the first place; and as 
compellence, displays of military power or threats to use military power to 
compel an opponent to take action or submit.77  

A researcher at the Academy of Military Sciences, Yuan Yi, describes 
deterrence by “combat operations when one side believes the other is on 
the verge of initiating war, it may launch cyber attacks on critical defensive 
networks, thus conducting ‘preventive, restraining deterrence’. As per Yuan 
Yi, a successful deterrence strategy requires preparation. Cyber forces must 
conduct comprehensive network reconnaissance and install backdoors and 
logic bombs to launch future attacks. The Chinese writers on offensive 
cyber operations emphasise the necessity “to remind an adversary of one’s 
ability to plant viruses or otherwise undertake information attacks to warn 
them to cease their policies or otherwise coerce them.” 78 Yuan Yi summed 
up the strengths of cyber deterrence due to:-

•	 Cyber attacks are more humane than nuclear, biological or chemical 
attacks.

•	 Deterrence is cost-effective as cyber weapons are cheap. 
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•	 Deterrence methods are diverse since cyber weapons can target 
multiple types of systems.

•	 Deterrence uses are repeatable and flexible as, unlike nukes, cyber 
weapons can be used multiple times.

Weaknesses of Cyber deterrence are stated as follows:-

•	 Lacks credibility because cyber weapons have not yet been used in 
real warfare. 

•	 Cyber defence is dynamic and may eliminate vulnerabilities making 
a weapon useless. 

•	 Effects of a weapon may spread to connected networks and may 
even boomerang back to the attackers. 

•	 States with low levels of connectivity provide few targets and are 
not easily deterred. 

•	 Distributed nature of networks makes the creation of a unified 
military force difficult. 

Yuan Yi outlines four types of deterrence.  Three are by appearance and 
the fourth by actual combat. 

Deterrence by Appearance. It includes technical tests with widespread 
publicity about the results as well as the displays of cyber equipment. 
Displays can happen through doctrine, white papers, diplomatic 
pronouncements, media or other official channels. It can happen through 
social media and may involve misinformation to confuse the enemy and 
create a psychology of fear and restraint. Combat exercises are a method 
of deterrence by appearance. It may involve real or virtual troops. ‘Cyber 
Storm’, the biennial exercise run by the U.S. Department of Homeland 
Security is an example of deterrence by exercise.
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Deterrence by Combat Operations. Here, the Opportunities are stated 
to be as follows:- 

•	 When one side considers that the other is about to start a war, 
it may launch cyber attacks on critical defensive networks, thus 
conducting “preventive, restraining deterrence.” 

•	 When the enemy is conducting cyber attacks, you must immediately 
launch “retaliatory, reprimanding deterrence.” The types of attacks 
could be disseminating propaganda on cell phones and interrupting 
television broadcasts and damaging telecommunication networks 
and power grids. 

A successful deterrence strategy requires preparation. China believes that 
cyber forces must carry out extensive network reconnaissance and install 
malware, backdoors and logic bombs to facilitate future attacks. Decision-
makers need to find the right balance to achieve combat deterrence. 
Restrained attacks will not dismay the enemy. Extensive damage may incite 
a conventional military response.  There should be a controlled escalation 
ladder. A strong deterrence strategy demands centralised command and 
unified planning. The decision-makers “must organize and coordinate 
amateur civilian cyberwar forces, particularly patriotic hackers.” 79

China’s definition of deterrence encompasses more than the traditional 
definition. It includes compellence. Some Chinese scholars have stated 
that China’s thinking about deterrence roughly approximates Schelling’s 
broader concept of coercion.80

The Chinese concept of deterrence remained consistent over time.   
However, it has evolved with some significant exceptions, e.g. rising 
importance to the space and cyber domains and a launch on warning 
posture for China’s nuclear missile force.81 
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Core Components of Chinese Deterrence

Section 11: Cyber Deterrence Policy –                          
The Way Ahead

Certain activities like espionage cannot be deterred realistically. Destructive 
cyber attacks against critical infrastructure assets by nation-states outside 
of armed conflict can possibly be undertaken. Between these two types, a 
range of malicious cyber activities take place. Some state, non-state actors 
and cyber criminals exploit this gap. They use their cyber capabilities to 
cause harm, but below a threshold level which do not ask for retaliation 
by cyber or kinetic means. Recent Ransomware attacks are good examples. 

Currently, malicious cyber activity in this grey zone is causing long-term 
damage to national security, economic prosperity and public health and 
safety in both the digital and physical worlds. The like-minded nations 
should try to implement a set of cyber deterrence policies that would 
reduce the size of the deterrence gap of the grey zone, reduce the intensity, 
volume and impact of malicious cyber activity that is carried out within 
this zone and strengthen agreed upon norms of behaviour in cyberspace.

SOURCE: Academy of Military Science Military Strategy Department ed., 
Science of Military Strategy, 3rd ed., Beijing: Academy of Military Science Press, 

2013, pp. 135–137.
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However, there are some misconceptions.  Cyberspace is not borderless. 
Every router, firewall, switch, and network equipment creates a boundary. 
Cyber borders do not align with the physical borders and boundaries. 
Cyber borders follow their own rules and logic, which are different from 
nation-state political structures. However, cyberspace is not entirely 
divorced from the physical world. All the computers, servers, network 
equipment like routers, switches, servers, and Internet-of-Things devices 
exist somewhere in this world, always in some country’s territory. Though 
the geography of cyberspace varies from that of the physical world, it is 
not entirely separate either.

In cyber deterrence models, factors like technical capability, private 
sector, non-state actors, non-profit organisations like non-government 
organisations (NGO) and some individual citizens are required to be 
included. Today non-state actors dominate the cyberspace ecosystem.  
The Internet is run through a multi-stakeholder model. Cyber deterrence 
policies must include the private sector, telecommunication companies, 
cyber security and cloud service providers, NGOs, international 
organisations, civil society, and critical infrastructure owners and operators 
rather than only the national governments. 

Cyber security vendors can pass their technical understanding of how 
networks and devices function and their intelligence to help identify 

Source : Eva Uribe and Michael Minner, Cyber Deterrence and Resilience Strategic 
Initiative: Intern Briefing available at: https://www.osti.gov/servlets/purl/1806268

https://www.osti.gov/servlets/purl/1806268
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targets. Internet Service Providers, Cloud Service Providers, and 
Hosting Providers can emphasise on disrupting the adversary’s technical 
infrastructure. Civil society and NGOs can bring together the disparate 
players and ensure a broader picture of what is occurring. Governments 
should focus on taking direct action against malicious actors. A more 
comprehensive approach to cyber deterrence would have a multiplier 
effect by leveraging different organisations’ comparative advantages. For 
governments, a significant challenge is engaging the non-state actors in a 
way that does not treat them as subordinates but as partners.

The level of organisation and coordination required for effective cyber 
deterrence policies is much higher than in traditional deterrence efforts. It 
requires more time, effort, patience and energy.    As the government cannot 
compel anybody to collaborate, non-state actors’ willing participation 
becomes essential. The overlapping and sometimes ambiguous nature of 
the targets of deterrence makes it complex and challenging.  In cyberspace, 
the line between nation-state, non-state actors and criminals has become 
fuzzy.  Russia uses criminal groups as proxies. North Korea is carrying 
out criminal activities to circumvent international economic sanctions.  
Nation-states and cyber criminals carry out malicious cyber activity for 
essentially different reasons.

Cyber deterrence policy has to address these different motivations 
concurrently. Cybercriminals spend limited time and resources to access 
any given target’s network. If it is too difficult or time-consuming, they 
shift their attention to other likely victims. Here deterrence by denial 
can prove highly effective against cybercriminals. On the other hand, to 
advance its national-security goals, a nation-state can spend much more 
time and resources to access that target. Cyber deterrence policy must 
combine military and criminal deterrence components to deter different 
motivations and specific situations. Diplomatic, law enforcement, technical 
counter-cyber operations and economic penalties should also form part of 
that array. 
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The private sector has a significant role to play to build resilience.  
Internet service providers, critical infrastructure providers, operators of 
social media platforms, the military and the government, have vital roles 
in ensuring service continuity in the event of major cyber disruptions.  
Internet Service Providers and internet content creators may be able to 
deter cyber attacks by self -policing and making their networks resilient to 
malicious use. Commercial players must make their products safe, secure 
and free from attack and manipulation. Measures have to be put in place 
to keep the internet running, minimise the impact of cyber attacks and 
quickly replace core services.

Such a strategy will rely on effective communication and efficient 
information sharing between government and the private sector. The 
resilience strategy should not be viewed as replacements for other cyber 
deterrence approaches. Tim Ridout has argued for combining resilience 
with other forms of cyber deterrence, “resilience could play a critical 
dissuasive role by reducing the utility of cyber offence, especially when 
joined with the credible threat of punishment. If you demonstrate that 
you can absorb a blow, bounce back quickly, and then hit back, resilience 
and deterrence can be a potent combination.” Expanded cyber deterrence 
policies should differ in five ways: clearly defining the new activity to be 
deterred, using comparative advantage, explicitly linking cyber issues with 
non-cyber issues, encompassing more than technical cyber actions and 
involving active disruption. 

All is not lost. Even cyber criminals try to maintain a degree of anonymity 
and avoid travelling to Western nations to avoid being caught. Some 
minimal level of deterrence operates even against cybercrime. Luckily, 
most organisations are convinced of the need for concerted international 
and multi-stakeholder models to uphold norms of good behaviour 
in cyberspace. They are waiting for a suitable engagement forum to 
materialise. The recently concluded first round of the United Nations First 
Open-Ended Working Group (OEWG) on Information Communication 
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Technology (ICT) challenges in the context of international security 
showed how important it is to reach out to non-state actors.82

Deterrence of cyber attack has failed in the past and will fail in the future. 
Policy must worry about re-establishing deterrence when it fails and the 
related concept of cumulative deterrence. Deterrence may or may not be 
the most credible or effective strategy for achieving desired end states 
in cyber security. It will require a complex mixture of resilient, well-
defended cyber infrastructures, careful use of offensive cyber operations, 
and deterrence strategies to dissuade adversaries from taking undesirable 
actions. 

Deterrence is always a key component of any cyber strategy.  However, 
there is very little detail available on how to operationalise or implement 
this policy, how to bring a whole-of-government and whole-of-private 
sector approach to cyber deterrence, which types of opponents can or 
should be deterred, and in which contexts.  Nation states are using cyber 
operations below the threshold of armed conflict to produce effects or 
to generate coercive options for themselves if conflict escalates above 
this threshold. The 2018 Command Vision of the U.S. Cyber Command 
recognises that “adversaries operate continuously below the threshold of 
armed conflict to weaken our institutions and gain strategic advantages.” 

Deterrence Requirements for Various Types of Deterrence Strategies is 
given at Appendix A. 

Non-state Actors

Differences in deterring a non-state actor and a nation-state. The following 
differences between non-state actors and nation-states make deterrence of 
violent non-state actors a far more complex and challenging task. 

•	 Unlike states, non-state actors do not exercise sovereignty over a 
given territory. They often want to weaken the state’s credibility by 
attacking its ability to exercise sovereign control over its territory. 
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Non-state actors can deter states successfully than states can deter 
their non-state adversaries. 

•	 Non-state actors do not have clearly identifiable centres of gravity 
that can be easily targeted. For a nation-state, the capital, political 
leadership or military forces usually function as the centres of 
gravity. 

•	 Unlike nation-states, non-state actors exist to change the status 
quo. States have an inherent desire to protect, which they already 
possess. It makes them susceptible to coercion if they desire a 
change in the status quo. 

Few states, if at all, have national deterrence strategies aimed at 
non-state actors, criminal organisations or individuals. The view 
from most scholars and practitioners are likely to be that it is not 
the responsibility of the state to deter non-state actors (excepting 
terrorists) and criminals from waging cyber attacks against non-
federal infrastructure. Nevertheless, the same tools used by a 
criminal are available to the state and present the same challenges 
related to attribution irrespective of the perpetrator. The incidence 
of Russian influence and hacking during the 2016 election cycle in 
the U.S. is an example of why deterrence by threat in cyberspace 
is so difficult to achieve. The FBI identified the first indications of 
Russian interference in the 2016 election in September 2015, more 
than a year before the election.

Paradoxically, deterring states from acts of force is easier than deterring 
non-state actors from actions that do not rise to the threshold level of force. 
Major state actors are entangled in interdependent relationships. There are 
many non-state actors. The U.S. policy has made it clear that deterrence is 
not limited to cyber against cyber only but can be cross-domain, including 
naming and shaming, economic sanctions and nuclear weapons. Non-state 
actors are more in number and often difficult to identify. The SolarWinds 
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and Microsoft Exchange hacks avoided sophisticated Sometimes they 
act as proxies for states. The self-proclaimed Romanian blogger ‘Guccifer 
2.0’ is a front for Russian intelligence in the release of the Democratic 
National Committee emails in 2016. NSA detection capabilities by 
launching their tools from inside the U.S., where NSA does not operate. 
U.S. intelligence agencies did not even detect the 2020 SolarWinds and 
Microsoft Exchange attacks for as long as nine months (SolarWinds). 
Official attribution of SolarWinds was not announced until April 2021. 
This creates problems for deterrence in the cyber realm. 

Punishment is possible against non-state actors and criminals, but the slow 
attribution process blunts its deterrent effects. Denial plays a significant 
role in dealing with non-state actors.  With time and effort, a major 
military or intelligence agency is capable of penetrating most defences. 
Cost-benefit analysis is vital in these cases.  

Role of Third Parties

Some forms of ‘patriotic hacking’, where individuals or groups carry out 
website defacement, compromise of personal data and distributed denial-
of-service attacks are nowadays invariably done in any conflict. Third 
parties engaged in cyber attacks complicate signalling and escalation 
control. Martin Libicki argues that “exchange of cyber attacks between 
states may also excite the general interest of superpatriot hackers or those 
who like a dog pile—particularly if the victim of the attack or the victim of 
retaliation, or both, are unpopular in certain circles.”  For example, during 
the war in Gaza in 2012,  the hacktivist collective group ‘Anonymous’ 
launched its ‘#OpIsrael Campaign’, attacking websites belonging to 
the Israeli Defense Forces, the prime minister’s office, Israeli banks and 
airlines. Non-state actors create problems for deterrence in the cyber 
domain as they are much more in number than states and often difficult 
to identify. Sometimes they are proxies for states. 

Deterrence is less effective if the adversary is a non-state actor or does 
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not have much value to hold at risk for retaliation, or it is not rational. 
Even for a strong state, intrusions into critical networks will still cause 
concern. Tough cyber hygiene and defences may reroute some non-state 
actors to other acts and means. Criminals and terrorists may be deterred 
by denial, such as shifting work factors that cost them time and resources 
and disrupt their business models.

Occasionally non-state actors can add to deterrence. States can benefit 
from the deterrent actions of non-state actors. These include the 
attribution efforts of private security companies concerning punishment, 
international and transnational organisations’ entrepreneurial activities in 
norm creation and enforcement, or multinational companies’ actions in 
entanglement. Sometimes non-state cyber vigilantes take down websites 
and counter the online activities of criminals and terrorists. 

Not everything that we might call a cyber attack is actionable. In the 
grey zone, deterrence works very differently if your adversary is sure they 
are striking back. Cyber operations may be the most escalatory kind of 
conflict one has seen. Any exercise in cyber deterrence must be thought 
of as an experiment. Some of the experiments will work, some won’t. We 
have to be cautious, attentive to the evidence and willing to learn.

Conclusion

At least in the near future, for any country to launch pre-emptive or 
retaliatory cyber strikes against different threat actors will be difficult 
due to problems of attribution, ability to respond quickly, effectively and 
accurately and build and sustain a model by which repeatability can be 
leveraged. Cyber deterrence by denial has a better chance of success. 
But success would be limited as cyber network defence have been 
beaten consistently breached by agile, intelligent, tech-savvy adversaries 
obfuscating themselves in cyberspace. Nation-states should evaluate their 
current security postures and find out their effectiveness in the current 
cyber environment.
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On the issue of ‘Can Cyber Deterrence Work?’ Martin Libicki states, 
“The goal of cyber deterrence is to reduce the risk of cyber attacks to an 
acceptable level at an acceptable cost,” where the defending nation-state 
mitigates potential offensive action by threatening a potent retaliation. 
Though cyber deterrence operation may not be executed in a vacuum, it 
is not clear whether such a policy is successful. Taking offensive cyber 
operations for defensive purposes does not nullify the requirement of an 
overall, in-depth cyber defence posture. Traditional cyber defences will 
be very much required. A cyber expert from the Center of Strategic & 
International Studies, Jim Lewis, states that “survey data consistently 
shows that 80-90 per cent of successful breaches of corporate networks 
required only the most basic techniques, and that 96 per cent of those 
could have been avoided if proper security controls were in place.” The 
most basic computer security practices would still be required to achieve 
maximum cyber security coverage.

Deterrence by Punishment counts on the rationality of actors. It will only 
work if the people/groups/government being deterred are rational. They 
can be deterred due to their unwillingness to risk losing something of 
greater value. Presently, adversaries operate in cyberspace without fear of 
retaliation because attribution challenges and the unsecure environment 
favours their actions. A nation-state is more conducive to deterrence than 
a terrorist or hacktivist organisation. The adversary must have something 
of value which can be targeted for a pre-emptive/retaliatory strike to 
be effective. If he doesn’t have that kind of target, the threat of cyber 
deterrence becomes irrelevant.

Effective cyber deterrence policies require regular, sustained disruption of 
malicious cyber activity. Such disruption can be technical, legal, logistical, 
financial, diplomatic, and, in some extreme cases, kinetic. Increasing the 
scope, scale and tempo of disruption activities should impose high costs 
on adversaries. Deterrence is not credible unless it is backed by clear, 
decisive action.  Integrating non-cyber tools like economic sanctions, 
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diplomacy, financial system constraints, law enforcement action, civil 
legal processes and even military action is required for effective cyber 
deterrence. Technical cyber actions will form a small but important part of 
it. Cyber deterrence policies will have a wide range of tools in their arsenal. 
The tools that will have the most significant effect on the intended target 
would be selected. Cyber criminals are primarily interested in money and 
use cryptocurrency for their payments. A very effective tool against them 
would be to bring the cryptocurrency exchanges to comply with global 
financial rules. Similarly, a nation-state actor may be more worried about 
diplomatic losses.

There is no proof till now that technical and organisational capabilities 
make the adversaries back down. On the contrary, there is growing 
evidence that they accomplish the opposite. Perhaps one cannot prove 
that deterrence is working. Nevertheless, one can definitely see if it isn’t. 
Cyber conflict is a relatively new phenomenon, and its dynamics are still 
evolving.

Any act of cyber deterrence can be thought of as an experiment. Some will 
work, some will not. The best way is to think, act and then watch and learn. 
Cyber Deterrence uses force or threats of force to warn an adversary about 
the consequences of taking or failing to take any action.
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