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N

ATO member states and partners today face
national security threats that extend far beyond
military aggression. Indeed, they are regularly targeted
by nonmilitary means, so-called gray-zone aggression.
Because gray-zone aggression can include any measures below the level of war, including illegal ones, it
is impossible for the targeted countries to deter every
act with the threat of punishment.
This means liberal democracies should give more
attention to societal resilience. By involving all parts
of society in keeping the country safe in case of a
crisis, they can signal to adversaries that aggression
will not have the desired effect. Today civil society
is, in most countries, a largely untapped resource in

national security. Countries from Finland to Singapore feature considerable societal participation in
national security, but deterrence of gray-zone aggression also offers considerable potential for innovation.
This report, adapted from my upcoming book The
Defender’s Dilemma: Deterring Gray-Zone Aggression,
outlines a whole-of-society model for deterrence by
denial and proposes measures governments could
take or coordinate to incentivize businesses and the
wider population to help keep their countries safe.
The proposals include community stress testing, voluntary resilience training for teenagers and other
demographic groups, and government-industry consultations on national security issues.
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“

n case of war, please ring [the bell] twice.”1 In 1939,
Rudolf Minger was prepared. The Swiss defense
minister’s advantage was, of course, that he had a good
idea of what sort of attack to expect, and so did his
country’s population. Defending a country against
gray-zone aggression poses a much harder challenge
because the targeted country cannot be sure what
forms of aggression will be used and indeed who
should mount the defense and deterrence.
Deterrence of gray-zone aggression is possible,
though it requires a radical shift in liberal democracies’ approach to national security, toward a system
that involves not just the government but also the private sector and wider society. Collectively, the government and civil society can create a wall of resilience
that denies opportunities to aggressors. Together, liberal democracies’ governments can also develop deterrence by punishment by playing to their strengths: that
they have allies, that their citizens and private sectors
can choose to play a part in national security if offered
the opportunity, and that their countries have assets
foreign governments and leaders desire.
In addition to deterrence, scholars of the field
often discuss dissuasion, which denotes deterrence
before any action occurs. For the sake of simplicity,
this report divides deterrence into two parts: deterrence by denial and deterrence by punishment. This
report outlines a whole-of-society model for deterrence by denial.

objectives of this Treaty, the Parties, separately
and jointly, by means of continuous and effective
self-help and mutual aid, will maintain and develop
their individual and collective capacity to resist
armed attack.”2 Even though the North Atlantic
Treaty was signed in 1949, NATO never treated resilience as a priority, partly because its member states
could rely on the alliance’s powerful deterrence by
punishment. By contrast, during the Cold War, Sweden and Finland made exemplary use of resilience,
creating a wall of denial that signaled to the Soviet
Union that an invasion would involve an unpalatable
cost-benefit calculus.3
NATO did increase its focus on Article 3 at its 2016
Warsaw Summit, when it adopted the so-called seven
baseline requirements for civil preparedness.
1. Assured continuity of government and critical
government services;
2. Resilient energy supplies;
3. Ability to deal effectively with uncontrolled
movement of people;
4. Resilient food and water resources;
5. Ability to deal with mass casualties;
6. Resilient civil communications systems;
7. Resilient civil transportation systems.4

As NATO officials Wolf-Diether Roepke and Hasit
Thankey note, “Resilient societies . . . have a greater
propensity to bounce back after crises: they tend
to recover more rapidly and are able to return to
pre-crisis functional levels with greater ease than less
resilient societies.”5

Civil Society, a Resource
NATO’s Article 3, known as its resilience article,
reads: “In order more effectively to achieve the
2
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With whole-of-society gray-zone threats targeting them, liberal democracies must similarly create a
whole-of-society wall of denial as the bottom of their
deterrence pyramid and form part of countries’ general deterrence. (As discussed in my previous AEI
reports, deterrence by punishment is more useful in
targeted and tailored deterrence, in which a country
shapes its messaging to other countries, groups, and
prospective acts of aggression.)6
A whole-of-society wall of denial is a radically different approach from the one most governments currently maintain. Except for papers about Sweden’s
and Finland’s Cold War total defense, the concept has
also not been comprehensively explored in academic
papers. In their excellent gray-zone report, Lyle Morris et al. propose “a whole-of-government approach”
with a range of government initiatives to dissuade
rivals from engaging in gray-zone aggression. The
proposed initiatives include
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The UK government’s Fusion Doctrine from 2018,
too, foresees an effort exclusively undertaken by the
government.
This approach will ensure that in defending our
national security we make better use of all of our capabilities: from economic levers, through cutting-edge
military resources to our wider diplomatic and cultural influence on the world’s stage. Every part of
our government and every one of our agencies has
its part to play.9

In its National Security Capability Review from 2018,
the UK government also addressed gray-zone aggression, explaining that
many adversaries seek to do us harm or subvert us in
less destructive ways, calculated to avoid provoking
an armed response. We will seek to raise the cost of
their malign behaviour, restrict and reduce it using
the full range of capabilities available to us. Some of
the many capabilities enhanced as a result of SDSR
[the Strategic Defence and Security Review] 2015
include the new powers in the Criminal Finances
Act 2017 to recover criminal assets and our offensive cyber capabilities to detect, trace and retaliate
in kind.10

continu[ing] to reaffirm, through regular senior
leader statements and official policy documents, the
U.S. commitment to formal allies in Europe and Asia
and back[ing] these statements with enhanced participation in bilateral and multilateral forums to deal
specifically with such gray zone tactics as cyberattacks and disinformation. . . .
The United States could undertake a major diplomatic initiative, coordinated through the State
Department and U.S. embassies, to reinforce the international legal implications of gray zone aggression.7

The UK government labeled this innovative
approach “modern deterrence.”
Again, no role was foreseen for civil society. Indeed,
most Western countries appear not to consider the
potential available in civil society even though most
of them had some form of civil defense during World
War II and in the early Cold War years. In World War
II Britain, for example, citizens participated in the
war effort in a plethora of roles, such as bike messenger, fire watcher, rest center operator, first aid helper,
search-and-rescue member, and air raid warden. This
system continued after World War II, somewhat
modified and under the name Civil Defence Corps.
Although the corps was led by the government and
designed for wartime use, its members naturally used
their skills during everyday contingencies. The Civil
Defence Corps was disbanded in 1968.11

Multilateral contacts certainly ought to be strengthened. As Niklas Karlsson—a Social Democratic member
of the Swedish parliament—pointed out, Western governments should “make sure that foreign policy is the
first line of defense.” He also noted that “the UN and
the Council of Europe have been languishing for some
time. In the ’90s, institutions like these were essentially demoted to a secondary role. Now they need an
upgrade again.”8 Further, leaders of Western countries
and their adversaries must maintain a constant dialogue. This will help the countries not only build cooperation wherever possible but also reduce the risk of
misunderstandings and resulting security dilemmas.
3
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Civil society could play an even more pivotal role
in defense against today’s and tomorrow’s gray-zone
aggression precisely because the aggression is primarily directed against civil society. When trying to
improve defense and deterrence while leaving society out, governments practically guarantee they
will be overstretched while leaving civil society—
individuals, businesses, and other organizations—
passive observers of their own fate. Even if a government of a liberal democracy wanted to extend itself
to form an omnipresent wall of denial while signaling
punishment to would-be aggressors, the costs would
be prohibitive, and the effort would at any rate be ineffective. This is one reason no government has tried to
extend a cyber-protection umbrella over the entirety of
its society.
Indeed, because defense should also aim to deter,
a whole-of-government approach would signal that a
vital part of society does not wish to be involved or is
considered a liability by its own government. This not
only indicates weakness but also practically invites
adversaries to target civil society. If the private sector is not involved in government-coordinated resilience, its absence signals to a country’s adversaries
that they can target businesses. The same is true for
the citizenry.
Hostile states monitor involvement in resilience
efforts—and lack thereof. Precisely because the
West’s adversaries are adept at spotting and exploiting weaknesses, the ones with both capability and
intent will use the opportunities offered to them. The
existing results illustrate the damage: cutting-edge
businesses lost, others coerced, academic integrity in
doubt, and citizens who have lost faith in their countries’ institutions.
Governments may not even be best placed to
defend countries against all forms of gray-zone aggression. While governments—with their monopoly on
violence—should defend their countries against
attacks involving sustained use of force, it is unclear
how they alone could convincingly defend their countries against subversive investments, coercion of businesses, or interference through academia and popular
culture. Ole Weaver defines societal security as “the
ability of a society to persist in its essential character
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under changing conditions and perceived or actual
threats.”12 This is clearly the baseline liberal democracies’ governments and civil societies must jointly be
able to muster. Governments, meanwhile, must clearly
lead in deterring illicit forms of gray-zone aggression
such as border alterations and intellectual property
(IP) theft.
In a major shift from its previous policy, in its
2021 Integrated Review, the UK government embraced
the whole-of-society concept. In his foreword to the
review, Prime Minister Boris Johnson writes that
“COVID-19 has reminded us that security threats and
tests of national resilience can take many forms,”13
and the review lists as a priority action
to establish a “whole-of-society” approach to resilience, so that individuals, businesses and organisations all play a part in building resilience across the
UK. We will seek to develop an integrated approach,
bringing together all levels of government, CNI
[critical national infrastructure] operators, the
wider private sector, civil society and the public.14

A highly innovative step as part of this whole-ofsociety approach is the UK government’s intention to
create a civilian reserve.15
This is precisely the right approach to take. By
involving all parts of society, targeted countries can
minimize the opportunity for gray-zone aggression.
The collective resilience can signal to adversaries that
their cost-benefit calculus will be negative: a continuation of Sweden’s and Finland’s Cold War deterrence by
denial, which signaled to the Soviet Union that while
the two countries might be easy to attack, they would
significantly reduce the winner’s spoils and make sure
aggression involved more effort than the Soviet Union
wanted to expend. The same collective resilience will,
of course, also reduce the effect of gray-zone aggression should the deterrence signaling fail.
The point of departure must be to treat the citizenry as a resource rather than a fragile entity whose
only attribute is the need for protection. As Carl
Rådestad and Oscar Larsson observe, “Activated citizens are not necessarily silent recipients of services,
but may also become activists and create pockets
4
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of resistance and shift the burden of responsibility
away from themselves during and after emergency
situations.”16
By empowering the population, governments can
achieve two goals. The public—both the private sector and the citizenry—assumes some of the duties
the government would otherwise have to execute,
which frees up the government to focus on duties it
alone can perform. In addition, civil society becomes
an integral part of national security, thereby reducing gaps adversaries would otherwise seek to exploit.
This approach also creates reserves of experts,
increases governments’ freedom of action, and provides resource strategies the government may wish
to pursue. This way, governments and their societies
form a combined shield to deny adversaries the benefits they seek and negatively influence the adversaries’
cost-benefit calculus.
Such an approach clearly involves a major shift in
both policy and practice. While most armed conflicts
are whole-of-society efforts, whether the public has
chosen to participate, in peacetime, liberal democracies’ civil societies are rarely asked to participate
in national security. Except for a small number of
countries such as Finland, governments have tried
to form a shield over their civil societies instead of
building a combined shield integrating their civil
societies. Western governments’ challenge today is
to engage citizens and organizations that have previously had minimal interaction with national security, thus creating a credible bottom layer of the
deterrence pyramid.
Before the UK government’s significant shift with
its 2021 Integrated Review, some other larger countries had floated rather more modest ideas. For example, Germany’s 2016 national security white paper
called for
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Yet such calls were mostly not followed by deeds.
In fact, while the World War II generation is habitually been lauded as “the greatest generation,” since
the end of the Cold War, most Western governments
have been wary of asking their citizens for even the
most rudimentary contribution to national security.
This reluctance was certainly influenced by the
early 21st century’s prevailing neoliberal mood, in
which citizens increasingly saw—and were encouraged to see—national security as a service provided
by the government in exchange for their taxes, not
a collective undertaking. In addition, the 21st century’s largely peaceful decades in the homeland did
not require much societal involvement in national
security. Yet governments may also have lacked confidence in the citizenry’s abilities. Larsson and Rådestad note that
social constructions regarding how individuals
behave in a crisis are now often based upon the
assumption that people panic and desperately need
the support of public authorities. . . . One common
assumption is that crisis situations are typically
accompanied by outbreaks of lawlessness and social
chaos due to the irrational behavior of helpless individuals, who almost immediately return to a Hobbesian state of nature.18

The combination of citizens largely left to pursue
their individual happiness and being enticed to conduct an increasing number of tasks (from airport
self-check-ins to supermarket self-checkouts) while
not being entrusted to participate in or even understand matters of their country’s security is paradoxical and baffling. Indeed, it stands to reason that
governments can incentivize personal responsibility
in matters of national security just as companies do in
their respective areas. Indeed, it is highly likely that if
given the opportunity to be part of national security
in the widest sense—that is, helping keep their families, communities, and the country safe—the majority of citizens would prefer feeling empowered rather
than helpless during crises big and small.
During the Cold War, virtually all European countries had mandatory national service for men, but

whole-of-society resilience and thus comprehensive
defence capabilities. . . . This includes better protection of critical infrastructure, reduced vulnerabilities
in the energy sector, civil defence and disaster control issues. . . . Politicians, the media and society must
all help when it comes to exposing propaganda and
countering it with facts.17

5
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this was mostly phased out after the Cold War ended.
Sweden also dismantled its impressive total defense
system and thus jettisoned not just the involvement
of citizen volunteers but also the private sector. Since
then, Sweden has introduced highly selective military
service for men and women, Norway has expanded its
highly selective military service to women, and Lithuania has introduced a less selective model.19 Although
these models have considerable benefits, as do related
models in other countries such as Denmark and mandatory military service in Finland and Estonia, they
clearly do not constitute comprehensive citizen participation in gray-zone defense and deterrence.
Because it did not dismantle its Cold War total
defense, Finland remains the Western country best
set up for gray-zone defense. Yet not even its combination of reserves comprising all former conscripts
and therefore a cross-section of society, newer initiatives such as disinformation literacy training in
schools,20 a national defense course, and government
first right to buy of properties in sensitive locations
provide sufficient deterrence of gray-zone aggression
in its various incarnations.
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total defense: The all-hazards contingencies agency
MSB is a global leader in public education and crisis coordination, and in March 2021, the government
announced it will create a new agency for psychological defense.23 It has also updated its Cold War total
defense exercises that involved the armed forces, all
levels of government, auxiliary defense organizations,
and businesses linked to the national defense effort.
The last such exercise took place in 1987, but in 2019,
Sweden resurrected the concept with a new exercise,
Total Defense Exercise 2020.24 The focus of the total
defense exercises, however, remains conventional
aggression.
Denmark, in turn, explains in its Foreign and Security Policy Strategy, 2017–2018, that the government
intends to “reach out and strengthen Denmark in
collaboration with civil society organisations, the
business community, universities and think tanks.
Denmark is at its strongest when we stand together.”25
The Nordics are joined by their Baltic neighbors. In
its National Security Concept 2017, the Estonian government states it aims to “increase peoples’ [sic] perception of security and enhance their ability to evaluate
various threats and factors that influence security,
as well as their ability and readiness to counter such
threats.”26 While not as all-encompassing as Sweden’s Cold War total defense, Estonia’s whole-of-society model includes, among other things, a cyber
defense unit, in which civilian IT experts volunteer their time defending the country against cyber
threats.27 Latvia’s comprehensive national defense,
initiated in 2018, similarly highlights the role of civil
society. In 2020, for example, the country published
a leaflet called 72 Hours, similar to Sweden’s If War
Comes, which Sweden itself updated and reissued as If
Crisis or War Comes in 2018.28
Soon after the leaflet’s launch, the country’s
defense minister, Artis Pabriks, wrote:

Creating Societal Resilience to Form
Deterrence by Denial
Perhaps unsurprisingly, the Nordic countries remain
ahead of the curve in making civil society part of
national resilience and thus deterrence by denial. In
its 2018 Security Strategy for Society, the Finnish government explains that the country’s “preparedness is
based on the principle of comprehensive security in
which the vital functions of society are jointly safeguarded by the authorities, business operators, organisations and citizens.”21 (Emphasis added.) Finland
also recognizes the growing importance of the private
sector even compared to the Cold War, a result of
privatization of critical national infrastructure: “Business operators are playing an increasingly important
role in the preparedness process. In particular, companies will continue to play a key role in the process
of ensuring the functioning of the economy and the
infrastructure.”22 Sweden is (partially) rebuilding its

Covering a broad range of crises, “72 hours” therefore prepares society for catastrophes we cannot specifically predict, like the coronavirus pandemic that
the world is facing right now, and includes instructions on actions to take, details on the civil defence
warning system and information channels, as well as
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Such initiatives alone, however, do not create deterrence, and this is not the intention. A more focused
effort is Latvia’s Comprehensive Defense Approach.
As part of this strategy, in 2019 the Latvian government invited more than 90 key companies and nongovernmental organizations (NGOs) to its annual
whole-of-government crisis management exercise.
The policy also features a national security curriculum for 16- and 17-year-olds. As part of the curriculum, introduced in 2019 and gradually rolled out since
then, teenagers spend one hour each month learning
practical skills such as map reading and basic military
skills and the foundations of Latvian national security
and the threats facing it, and they can participate in
voluntary summer camps.34

information on water and food reserves and primary
health care. It has to be emphasised though, that preparedness cannot avert crises; what it can do is reduce
the extent of possible negative consequences.29

“Catastrophes we cannot specifically predict”
and “reduce the extent of possible negative consequences”30 are precisely what every country targeted
by gray-zone aggression should strive for by using
every lever at its disposal. Indeed, because gray-zone
aggression—unlike traditional military aggression—
targets countries regardless of their geography, it is
a wake-up call for countries located far from potential military aggressors. Such countries, including the
United States, have in recent decades had the luxury
of treating national security as a concern that can be
addressed almost exclusively by the armed forces and
other parts of the government. It points to a changing mindset that the US Cyberspace Solarium Commission proposed that Congress “codify the concept
of ‘systemically important critical infrastructure,’”
which would guarantee operators US government
support—and create and fund a joint collaborative
environment for the sharing and fusing of threat
information.31
In other countries that have traditionally been
less inclined toward whole-of-society efforts, the
direction is also changing somewhat. In 2019, France
launched a new form of national service, initially on a
pilot basis. During the monthlong program, 16-yearolds are taught skills such as map reading and spend
time doing community service. “What’s missing is a
moment of cohesion . . . of youth coming together
from different parts of France, from different social
backgrounds, sharing their experiences and their
commitments for society and the country,” Junior
Education Minister Gabriel Attal explained when the
initiative was launched.32 While the training thus primarily has a social objective, it could help contribute
to resilience. So could Germany’s small Your Year for
Germany program, launched in 2020, in which young
Germans can spend six months training with the
armed forces and six months assisting in homeland
protection in their home regions.33

Involving Citizens
How, then, do we populate the bottom layer of the
deterrence pyramid to help form a wall of denial that
can change a gray-zone aggressor’s cost-benefit calculus? Like the bottom layer in the food pyramid with its
bread and potatoes, the bottom layer in the deterrence
pyramid are the functions that may seem trivial but
are nonetheless central to the organism’s functioning.
Unlike military aggression, which most citizens
of liberal democracies have not experienced and are
unlikely ever to experience, gray-zone aggression is
very real. Americans and others are now aware that
disinformation harms their democracies. Citizens
everywhere have seen a pandemic dramatically disrupt their lives and realized that such disruption can
happen again, caused again by Mother Nature—or by
a hostile state. They know that an internet or electricity outage will immediately affect their daily lives.
At the very least, since spring 2020, when COVID-19
created shortages of personal protective equipment
and stockpiling led to empty shelves in supermarkets,
they are familiar with the fragility of supply chains.
Indeed, liberal democracies’ openness combined
with the convenience trap—Western societies’ enormous and growing dependence on digitally powered
conveniences, which increases their vulnerability—
means ordinary citizens today are exposed to national
7
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security threats in a way they have not been during
previous nonwar periods.
Precisely because gray-zone aggression affects
ordinary citizens, it is in their interest to limit its
effect. This is true also for citizens who may have no
interest in national security or who may be uneasy
about military activities. But for citizens to want
to do their part, governments must be transparent
about the threats and aggression facing the country.
This involves sharing and articulating information in
a way that most governments are unaccustomed to.
If they do not, many citizens are likely to suspect that
the asked-for involvement is driven by special interests, not genuine needs. If a majority of Swedish citizens during the Cold War had mistrusted government
information about threats facing the country, hundreds of thousands of them would not have joined
auxiliary defense organizations, and it is unlikely that
one of them would have spotted and reported the
Soviet U-137 submarine that, in 1981, ran aground off
the coast of Sweden.35
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critical national security threats. Such information
is necessary even though many citizens of advanced
societies consider themselves well educated. While
they may indeed be well educated, it does not mean
they understand contemporary risks to their societies. Regarding information and disinformation, Ojars
Kalnins, a Latvian member of parliament, observed:
People need to be educated about what our adversaries’ efforts are. This also creates a dilemma: how
do you maintain free speech when people spread
lies online? I recently got into a bit of an argument
with an American friend of mine, who complained
that things he writes on Facebook are being taken
down. There’s no right to have everything you say
published! Many years ago, I used to write letters to
the editor. Sometimes they’d get published, sometimes not. You didn’t have the right then to get anything you wanted published and you shouldn’t have
any such right now either! I’m also concerned about
young people’s tech skills. They’re very savvy about
the technology but not about the content.36

Public-Awareness Campaigns. Governments can
build on this close link between citizens and new
national security threats by offering training to different groups of citizens. The first step by any country
targeted by gray-zone aggression must certainly be to
educate its public about it in the same vein as Sweden’s Cold War If War Comes and today’s If Crisis or
War Comes, Latvia’s 72 Hours, and earthquake zones’
public-awareness campaigns. While citizens may have
heard of disinformation disasters such as the January 6
assault on the US Capitol or may have seen supermarket shelves empty during the first weeks of COVID-19,
this does not mean they understand national security
threats, their potential role in minimizing the effect
of these threats, or how to stave them off altogether.
Sweden and Finland made virtually every resident
a participant in their Cold War efforts to deny the
adversary advantages. This began at the most rudimentary level: knowing how to identify a national
security contingency, prepare for it, and respond. If
War Comes was that most basic part of resilience. Current governments can use this model, adapting the
information to match what they consider their most

In Lithuania, the country’s public-service broadcaster, Lithuanian Radio and Television (LRT), now
educates the public through national security–related
programming. Monika Garbačiauskaitė-Budrienė,
LRT’s CEO, explained that
together with the Journalism Development Network
[a global network of investigative journalists], LRT
has launched the fact-checking project Facts on its
web portal, which address cases of news manipulation and educates people in how to recognize cases of
misleading or manipulative information.37

She also highlighted the show Battlefield, which is
“dedicated to security and defense topics and among
them regularly covers issues of information security examining cases of information influence and
manipulation.”38
News organizations could, in fact, play a crucial role in educating the public beyond their current role in providing news while helping increase
trust in vetted news and societal institutions. Just as
8
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elected politicians regularly meet with constituents
in their constituency offices, thereby maintaining and
strengthening a vital link, news organizations could
launch similar open houses in cities where they are
based or have offices, on a pop-up basis, in other cities and towns. Such encounters with journalists, in
which the guests could also participate in news meetings where the next bulletin or newspaper edition are
planned, would allow ordinary citizens to learn how
news is made and could help dispel concerns that
journalists collectively provide slanted or inaccurate
coverage.
Indeed, because distance and lack of exposure
breed fear, such encounters would help many ordinary citizens (and by extension their friends and
social media contacts) realize that news media are
not inherently nefarious. Increased trust in professional news organizations would, of course, reduce
the opportunities for disinformation to spread.39
Conversely, the interaction would help journalists
better understand ordinary citizens’ concerns.
Considering that lack of access to quality journalism also increases the gray-zone attack surface provided by social media, governments—working with
news organizations—could also launch voucher
schemes that would give residents free access to a
news outlet of their choice for a certain period.
While learning about national security threats is
never enjoyable, doing so while having a chance to
prepare is certainly preferable to learning about them
when they have already struck. Indeed, judging from
real estate prices in earthquake zones with frequent
public-awareness campaigns such as Tokyo40 and San
Francisco,41 keeping citizens informed about risks
does not cause panic.
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The same model could be used for the population
to test and improve resilience for, say, outage of internet, water, or electricity, or the spread of dangerous
viruses. If local authorities, working with the relevant providers and retailers, shut off water, electricity, certain food items, or the internet on apparently
random dates throughout the year, residents would
learn to prepare for such situations and would know
what to do while it was happening. Regular stress
testing would help citizens gain enough preparedness
skills that they would not panic in case of a real crisis.
Indeed, citizens could regularly stress test themselves
for various disruptions to daily life. Authorities could
highlight such crisis proficiency, to both reassure
the country (as is done with bank stress testing) and
change a prospective attacker’s cost-benefit calculus.
In 2019, Fort Bragg US Army base in Georgia conducted precisely such a stress test; the commander
turned off the power and instructed the base’s
50,000-some soldiers and officers to continue their
daily work without providing further details.43 While
stress testing for gray-zone aggression is a new concept, earthquake zones have long practiced earthquake drills.44 Texas residents, meanwhile, would
certainly have had a less disastrous encounter with
power outages during the 2021 winter storm45 had
local authorities conducted stress testing for such a
contingency.
Resilience Training Courses. More comprehensive training could be provided through governmentsupported resilience training courses. One model
would be to offer such courses to teenagers during
school breaks, either in one chunk of three to four
weeks during the summer break or as one-week segments during other school holidays. The training—
offered in a residential setting on, for example, university campuses during university breaks—would be
voluntary and feature basic resilience skills including information literacy, crisis preparedness, and
response during crises ranging from pandemics to
supply chain disruptions.
While the government would fund the courses
and set the curriculum, the training could be delivered by NGOs such as the Red Cross, high school

Societal Stress Testing. Governments could also
introduce societal stress testing. After the 2008 financial crisis, governments introduced stricter stress
tests for banks.42 Thanks to this comprehensive
stress-testing regime, governments, borrowers, and
the wider public can be certain that the global financial system will survive any future financial crises relatively intact. This creates confidence in the banking
system.
9
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teachers with specialized skills, and military officers
on secondment and thus teaching in a civilian capacity. Upon completion of the course, participants
could receive—depending on the respective country’s
system—university application points or other credit
for university applications or tax credits for those
planning to enter the labor market immediately after
completing secondary education. The course certificate awarded upon completion of the course could
be kept current through refresher courses. Participants keeping their certificates current could also
receive tax credits. Because the curriculum would
reflect current gray-zone threats, the curriculum of
the initial course and refresher courses could be continuously updated to reflect evolving gray-zone forms
of aggression.
In addition to offering a meaningful activity to late
teens during their school breaks, the courses would
be an opportunity for teenagers from different backgrounds to interact based on a crucial and highly relevant
subject. While teenagers from different backgrounds
also meet in school, schools remain an insufficient
tool of societal integration. Resilience courses—
much like past generations’ national service—
would increase the opportunities for interaction
across societal groups and thus for societal cohesion.
This is especially important because liberal democracies’ adversaries are apt at identifying and exploiting
gaps in societal cohesion. During the 2016 US election
campaign, Russia’s social media interference campaign especially targeted black voters.46
Graduates of the training would be entered into
a central database and would be available to assist
emergency services and crisis agencies, assisting
rather than displacing firefighters, ambulance crews,
Red Cross workers, and other responders. By virtue
of being registered in the database along with their
addresses, they would be able to attend follow-up
training in their local area and thus keep their status as resilience aiders current. In addition, just as
government authorities have introduced apps for
COVID-19 tracing, they could launch “citizen aider”
apps in which trained citizens would receive requests
for responders in their local area and could indicate
their availability to assist.
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Resilience training would not have to be limited
to teenagers. While 17- and 18-year-olds are physically stronger than most other citizens are and an
easier group to bring together, citizens’ impromptu
willingness to help during COVID-19 and various
other crises from hurricanes to forest fires demonstrates enormous potential for communal efforts—
but such efforts have to be organized before a crisis.
Indeed, resilience training could be a way to harness
and build on the skills not just of 17- and 18-year-olds
but of other groups as well, including retirees, people on nontraditional career paths who may be working part-time or freelance, people who have gaps
between full-time jobs, or even people in full-time
employment. The former groups often feel marginalized, having (perhaps temporarily) left the labor market. Resilience training would benefit not just them
and the social fabric of society but also contingency
management and therefore deterrence by denial.
The rapid spread of the Q-Anon conspiracy theory47
is fueled by many citizens feeling left out of a society that seems to be mysteriously run by an inner circle, with ordinary citizens left to be observers of their
own lives. Opportunities to play a constructive role in
the community, alongside fellow citizens, could also
counteract that.
In addition, every societal group would benefit—in
skills acquired and social connections established—
from participating in resilience training, and society would benefit as a result. In the case of people in
full-time employment, training would best be delivered during weekends, much as is the case with armed
forces reserves. All groups should be invited to attend
refresher courses to keep their resilience status (and
thus tax credit and eligibility for crisis responder
duty) active.
This would also aid crisis response, as services
needing assistance could quickly reach local graduates of the training; that is, there would be an advantage not just of speed but also of expertise in the
local area. This can be contrasted with existing crisis
response efforts, in which the armed forces frequently
have to send active-duty personnel, reserves, or (in
the US) the National Guard to assist local agencies.
The Home Guards in Denmark, Norway, and Sweden
10
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are currently the closest organized citizen-responder
model, but because Home Guards involve military
elements, they may not be palatable to all citizens.
The Home Guards are also more highly trained than
the citizen responders proposed here would be.
Citizens already help during crises. When
COVID-19 struck Britain, the government issued a
call for 250,000 volunteers to join a newly created
“NHS army” to help vulnerable citizens. In response,
750,000 Britons immediately signed up,48 but because
the call was issued during a crisis, the government
lacked capacity to accommodate most of them. That
the UK government also failed to register the volunteers’ details for future contingency needs demonstrates the gap between citizen willingness to assist
and organized opportunities available.
Indeed, the challenge in involving civil society in
crisis response is that, apart from the people with
previous work experience in the respective field,
volunteers mostly lack the skills for the tasks. That
leads to situations in which well-intentioned offers
pose a burden for emergency workers instead of
helping them. Resilience training would address the
recurring gap between citizen willingness to help
and skills to do so while signaling to adversaries that
the public’s involvement would reduce the effect of
any attack.
Germany’s Technisches Hilfswerk, a government
contingencies agency that includes a volunteer force
of some 80,000, assists in contingencies ranging from
bridge ruptures to water contamination,49 and many
other countries have some form of disaster-relief
volunteer organizations. In New Zealand, for example, students assisting victims of the 2011 earthquake subsequently founded the Student Volunteer
Army, whose members assist fellow citizens during a
range of crises.50 In Sweden, meanwhile, large numbers of people have in recent years joined volunteer
search-and-rescue organizations such as Missing People, whose members are trained for the task and assist
the police. These groups, however, have specific missions and membership and do not claim to by themselves form comprehensive societal resilience.
Singapore, a whole-of-society pioneer, takes a
somewhat different approach, with total defense
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taught to the public on each Total Defense Day
(which is on February 15, marking Singapore’s fall to
the Japanese in 1942). On each Total Defense Day,
the “Important Message” signal of the public warning system is sounded to commemorate the day and
remind the public of the system’s different meanings.
As the Singapore Civil Defence Force explains, Total
Defense Day “is also an occasion to refamiliarise our
people with the modern defence strategy of ‘Total
Defence’ which Singapore has adopted to ensure our
continued survival and security.”51
While communal activities are available to residents of all liberal democracies, civic participation
is declining. In Bowling Alone, Robert Putnam documents this trend in the United States.52 In addition,
the rate of single-person households is increasing.
For example, in Britain between 1999 and 2019, the
number of people living alone grew by a fifth from
6.8 million to 8.2 million.53 This fragmentation, atomization even, of society creates even more opportunities for gray-zone aggression. If a person, family,
group, or business does not feel connected to wider
society, they are unlikely to act in the interest of society. Through resilience training, citizens could learn
practical skills that benefit themselves and their families and feel part of a national effort to keep their
countries safe from threats that could cause real harm
to their own lives.
Paradoxically, societal involvement in gray-zone
defense and deterrence is thus a burden that creates
purpose. In a society in which fewer people spend
their working lives in uninterrupted career progressions than was the case two or three decades ago
and in which artificial intelligence has replaced many
tasks humans previously conducted, individuals need
ways to express their contribution and therefore their
place and value in society. Countries need societal
resilience as part of deterrence, but the societal resilience effort also brings the enormous benefit of aiding
societal cohesion.
The most important benefit of the resilience training, however, is that countries would have at their disposal a critical mass of people who would be not just
alert citizens but also able active participants in emergencies ranging from serious national contingencies
11
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to minor ones such as traffic accidents. Because the
training would be nonmilitary and involve no weapons, it would also be palatable to citizens who may be
uneasy about the armed forces but who do want to
make a difference in their own lives and that of others.
This citizen resolve, too, would help change adversaries’ cost-benefit calculus.
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ranked fourth among IT students, eighth among
engineering students, 12th among liberal arts students, and 15th among business students (ahead of
enterprises such as KPMG, the Oslo Stock Exchange,
and Norway’s Ministry of Finance).59
Other countries could build on this model, in
which a national security need that at any rate does
not require great quantities of people becomes, by
virtue of its selectivity, an attractive proposition for
young people. To meet the needs of gray-zone defense
and deterrence, such a model should not be limited
to the armed forces. Instead, all parts of the government involved in some aspect of national security—
ranging from the armed forces to provision of health
care—should be able to select a small group of secondary school graduates for training in a range of
specializations. Sweden and Denmark have already
expanded their national service systems to feature
cyber specialization.60
The model could be set up similarly to the Norwegian one.

Selective National Service in All Parts of Government Involved in Crisis Management. Another
step on the ladder of involvement in national security is selective national service for secondary school
graduates in all parts of government involved in crisis management. This concept, first proposed in an
October 2019 report,54 builds on the selective national
service model Denmark, Norway, and Sweden use.55
After the Cold War, Norway gradually reduced the
number of young men doing military service. By 2016,
about one-third of the country’s around 30,000 male
19-year-olds were accepted for military service. That
year, the country switched to gender-neutral national
service, meaning all members of a year group are now
assessed for national service even though the armed
forces’ needs remain the same, about 8,000 per year.
In 2019, 7,996 young Norwegians were selected for
national service56 in different parts of the Norwegian
armed forces, out of 59,234 19-year-olds.57
This selectivity, which equals a 13 percent acceptance rate, makes Norway’s national service highly
attractive to young Norwegians, and having served
is an exceptionally strong entry on their resumes.
Selectivity—a necessary path to pursue because the
end of the Cold War meant Norway, like other countries, no longer needed large conscription-based
armed forces—has thus turned national service
from a burden on every Norwegian man into a
highly desirable activity for which the Norwegian
armed forces can select top-achieving young men
and women. The success has made national service
a prime source of recruitment for the armed forces:
Around 25 percent of national service participants
now opt for a military career.58 In addition, the
armed forces’ attractiveness is reflected in surveys
of favorite prospective employers among university students. In the 2020 survey, the armed forces

1. In their final year of secondary education, all
young men and women are invited to the first
round of selection, in which they fill out online
self-assessments.
2. Based on the self-assessment results, a smaller
number is invited for in-person tests covering
their intelligence and physical and mental capabilities and interviews with the government
agencies involved.
3. Based on these tests, the government agencies involved—which can range from specialized military units to agencies providing health
care—select the candidates of their choice.
4. Those selected are invited to spend 12 months
in fast-track training and service with the
respective government agency.
5. Upon finishing their service, they are entered
into a reserve corps for the respective agency,
which the agency can activate during crises.
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Involving the Private Sector

Such a system would mean that all relevant parts of
the government could access a reserve of specialists
and would not need to improvise during crises. While
the arrangement mirrors the armed forces’ reserves
model, the national security reserves’ main attribute
would be their specialization, not large numbers.
Conversely, it would be an opportunity for every
member of an annual cohort to be assessed on their
individual merit, not their educational background.
As a result, it would offer opportunities for young
people who may—perhaps because of their background or lack of access to a top education—otherwise have been overlooked by employers. The
training provided during the first year and refresher
training would provide them with valuable skills
and, by virtue of having been selected for the program, would help them stand out on the labor market. While its prime purpose should obviously be
defense and deterrence, selective national service
would clearly also aid social mobility.
Informed and engaged citizens can make individual choices in the gray zone. They can decide whether
to support a celebrity-endorsed firm with links to a
hostile regime. They can choose to attend resilience
training that will help them, their local communities, and the country in a crisis. They can seize the
opportunity if offered a place in a highly selective
national service program. Such involvement backs
up whole-of-government efforts and helps build—
and signal to adversaries—a wall of denial. In their
efforts to deter gray-zone aggression, liberal democracies will benefit from empowered citizens. Indeed,
the urgent issue of deterring gray-zone aggression
through citizen participation may help liberal democracies counter the dangerous fragmentation first documented by Putnam.
The citizen engagement also offers a side benefit in
foreign policy: with a corps of citizens trained in basic
resilience and specialized tasks, and with both groups
part of a crisis response, Western governments could
deploy volunteers from both groups to nonmilitary
contingencies in other parts of the world. This would
benefit the affected countries and help increase Western soft power, particularly as the West’s rivals make
no such efforts.61

During his Senate confirmation hearings to be US secretary of defense, General Motors’ (GM) president,
Charles E. Wilson, was asked whether he could make
a decision that was in the interest of the United States
but could harm GM (in which Wilson would retain
stock). He responded:
Yes, sir; I could. I cannot conceive of one because for
years I thought what was good for our country was
good for General Motors, and vice versa. The difference did not exist. Our company is too big. It goes
with the welfare of the country. Our contribution to
the Nation is quite considerable.62

What is good for GM is good for the United States:
Similar sayings exist in many other countries. What is
good for Volvo is good for Sweden. What is good for
Nokia is good for Finland. What is good for BMW is
good for Germany. During the Cold War and in previous eras, business leaders like Wilson also felt an obligation to their respective home country’s well-being,
if nothing else because their businesses’ success
depended on their country’s success. In addition,
with rare exceptions, executives were citizens of the
countries in which their companies were based.
This generated some degree of allegiance to their
respective home governments, even when businesses
were under no legal obligation to show allegiance. In
a 2007 interview, Helmut Schmidt—a Social Democrat and chancellor of Germany from 1974 to 1982—
recounted one such example. In the late ’70s, he told
the interviewer, the Iranian government had wanted
to buy a sizable stake in Daimler-Benz.
The ayatollah was waiting in Paris, and it was obvious
that there would be a change of power. . . . I found
it inappropriate that the pearl of German industry,
which is what Daimler-Benz was, would end up in
Iranian hands. I thought, this has to be prevented.63

Schmidt proceeded to ask Deutsche Bank, then a
distinctly German company, to buy the stake.
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deed for their home countries. Every company will,
however, carry out an action that benefits the company itself. If governments can offer their private
sectors opportunities for engagement that benefit both national security and the businesses themselves, many would likely participate. This would be
even more likely if consumers, business customers,
and the wider public rewarded businesses for helping
the country. In light of the rapidly growing distrust
of China among Western citizens,68 Western brands
cooperating with China may soon suffer in the court
of public opinion.

I said, it is in the patriotic interest that you buy this
stake. You may have to keep the stake for many years
. . . but you have to do it. And because they were good
patriots, they did.64

Globalization has ushered in a new reality. Globespanning conglomerates may have their headquarters in a Western country but be led by top executives of different nationalities. McDonald’s, perhaps
the world’s most-recognized symbol of the United
States, has a C-suite that, among others, features Britons and a Pole.65 Top executives of the 21st century
have included Indian-born Indra Nooyi at PepsiCo;
Irishman Neville Isdell at Coca-Cola; German Klaus
Kleinfeld at Alcoa, the US aluminum giant; BritishIndian Anshu Jain, Briton John Cryan, and Swiss-born
Josef Ackermann at Deutsche Bank; Indian-born Singaporean citizen Rajeev Suri at Nokia66; and the Swede
Ola Källenius at the helm of Daimler.67 In addition,
companies ranging from global behemoths to midsize
firms have operations in various countries and supply chains spanning even more countries. It would be
a valid question to ask whether new market leaders
such as Facebook, Netflix, and Spotify in any way represent their home countries or simply happen to be
based there. Indeed, one could argue that some firms
today are more powerful than many nation-states are.
Precisely such firms and indeed a cross-section
of Western private sectors are, as detailed in previous chapters, finding themselves unwitting participants in the increasing geopolitical confrontation.
This presents a new reality for a generation of business leaders who have primarily viewed countries as
markets or sources of production or supplies, not as
sources of mutual confrontation. The dilemma facing
businesses is: Can the “Davos Man” approach be reconciled with the new reality of operating in a world of
gray-zone aggression?
It can, if globalized businesses help liberal-worldorder-abiding governments prevail. If such countries instead succumb to constant gray-zone aggression, neither the countries nor the businesses based
in them will thrive. Unlike Deutsche Bank during
Schmidt’s chancellorship, firms may not be patriotically minded and may, if asked, refuse to do a good

Government-Industry Leader Briefings. As with
citizen engagement, such engagement could begin
with a basic form of participation: regular consultations between business leaders and top government
officials. Today, businesses receive, from consultancies and other private-sector services, regular updates
on unrest, kidnap risks, and similar developments
that can affect their operations. While this allows
them to evaluate such tactical risks, they are on much
less sure footing in strategic developments. Such
strategic assessments have long been governments’
domain. This has led to a situation in which, as Finnish executive Risto Penttilä notes, “executives today
would rather listen to [Jim] Mattis than to the global
head of McKinsey & Co.”69
Regular consultations with key government officials would address executives’ desire to better understand the changing geopolitical context in which their
companies operate. The briefings would be off-therecord, unclassified, and available to invited top executives in all sectors. Government officials would share
national security updates and discuss the context of
these events, though the briefings would naturally not
feature any details that could give participants commercial advantages. Instead, they would provide the
overall picture of international developments that
business leaders currently lack.
The objective would clearly not be to pressure
business leaders toward particular actions—which
would be questionable in a liberal democracy—but
to help inform their decision-making. This way,
executives would at least be aware of the nation’s
14
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interests when making commercial decisions. For
governments, the briefings would also be an opportunity to hear business leaders’ accounts of the
changing national security environment and help
government decision makers understand what companies can and cannot do. The briefings would thus
strengthen existing relationships between business
leaders and the government and help business leaders understand their role in national resilience while
giving top government officials a better understanding of the businesses’ experiences in the geopolitical
line of fire.
The briefing invitees could also include entertainment executives, academic leaders, religious leaders, and other civil society leaders such as heads of
NGOs and arts institutions. Not least because of the
disinformation in harming Western societies, the
briefings should of course also involve social media
executives.
Government-industry briefings, of course, do
not preclude regulation. In the social media sector,
Damian Collins—a Conservative member of the UK
Parliament and former chair of its Committee on Digital, Culture, Media and Sport—argued that regulation is necessary.
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Government-industry briefings would also be beneficial beyond exchanges of information. In isolation,
organizations feel ill-equipped to identify, let alone
address, interference and malign influence. Studio
executives may, for example, be fully aware of the
pressure to make films that have the best chances
of pleasing Chinese censors but may not be familiar
with the full extent of Chinese gray-zone aggression
directed against Western countries. While governments of liberal democracies clearly cannot instruct
the entertainment industry how to create its entertainment content, they can keep it informed of the
wider picture of malicious activities by hostile states.
The US government operates a small version of
the proposed government-industry briefing program
focused on cyber threats. Maj. Gen. Ed Wilson (ret.),
who served as deputy assistant secretary of defense
for cyber policy in the Donald Trump administration,
pointed out that
for the past few years we [the Department of
Defense] have been inviting CEOs and COOs [chief
operating officers] to events co-hosted by, together
with the DOE [Department of Energy], with DHS
[Department of Homeland Security] participation.
The purpose is simply to tell them about the threats
we’re seeing. We’ve also laid out sensors in cooperation with industry. A regional utility can’t go toe to
toe with Russia or China. DHS and Treasury have
similar meetings. We want business leaders to understand the risk cyber aggression poses to their companies. Large companies have teams that can evaluate
threats but smaller ones don’t.71

We need a regulatory code for social media platforms,
led by an agency like Ofcom. There also need to be
independent bodies that can set standards. Banks
can’t launch new products without FCA [Financial
Conduct Authority] approval. And if a bank fails to
spot certain conduct, they can be fined. There should
be something like Know Your Customer for social
media platforms.70

The DOE explains that it works “to develop technologies, tools, exercises, and other resources to
assist the energy sector in evaluating and improving
their security posture, practices, and readiness.”72 As
with the proposed national security consultations,
the meetings form a “bi-directional sharing” of cyber
threat information.73 In Britain, the National Cyber
Security Centre74 exchanges information with key
sectors and occasionally arranges meetings for top
executives.

Regardless of whether social media regulators
are established in the short term, keeping leaders
in all societal and business sectors informed of new
gray-zone developments would benefit their understanding of the situation. While such leaders may be
aware of activities touching their own entities, they
cannot be expected to be familiar with the entirety of
gray-zone aggression at any given time and may thus
be unable to put the activities intersecting with their
own organizations into context.
15
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is distrust of China.78 As a result, close involvement
with China poses a reputational risk to Western companies, similar to what was the case with South Africa’s apartheid regime. In the face of public pressure
at home, many Western companies and institutional
investors rescinded dealings with South Africa. While
globalization has created a culture in which Western
firms cooperate with authoritarian regimes for the
sake of market access even as they shun committing
to national efforts in their home countries, this model
may no longer be viable. Indeed, close cooperation
with authoritarian regimes may begin to backfire on
Western firms.79
Disney’s high-profile action drama Mulan is a case
in point. Almost as soon as it was released in 2020,
Mulan, which was considered a prospective blockbuster that could please the Chinese market, was
greeted with enormous criticism. In posts that rapidly
spread on social media, often using the hashtag #BoycottMulan, detractors pointed out that not only had
the filming partially taken place in Xinjiang—where
the Chinese government oppresses a minority—
but also Disney, in the closing credits, even thanked
authorities involved in the operation of Uyghur “reeducation” camps.80 Instead of generating headlines for
any artistic merits or box office success, Mulan generated controversy for Disney.

Artistic Side Benefits of National Security
Awareness. In entertainment, consultations could
yield a side benefit that may seem trivial but could
have significant impact. To date, a smaller number of
movies and TV drama series have featured gray-zone
aggression-like story lines. The Norwegian hit series
Occupied portrays a subversive attack on Norway that
begins when a global energy crisis combined with climate change convince the country’s prime minister
to switch off its fossil-fuel production. His actions
prompt gray-zone attacks by both the EU and Russia. Steven Soderbergh’s 2011 movie Contagion75 features a pandemic of the kind that became reality with
COVID-19. With its subversive features that can be
found in random parts of everyday life, the gray zone
lends itself to outstanding entertainment content, but
filmmakers and entertainment executives currently
lack insights into it. Through participation in government briefings, they could not only learn about how
gray-zone aggression affects their own sector but also,
as a side benefit, get inspiration for new productions.
Indeed, entertainment content forms another way
in which liberal democracies can strengthen resilience against gray-zone aggression. Millions of people
on different continents have already watched Occupied76 or Contagion because the shows are outstanding
entertainment. Neither Occupied nor Contagion was
initiated by a government; indeed, government meddling harms the quality of content. Yet entertainment
ideas resulting from government-industry gray-zone
briefings—which could range from feature films to
TV drama series to reality shows similar to Sweden’s
Blacked-Out Country (Nedsläckt land), which follows
a group of people during an extended power cut77—
could not only provide compelling entertainment but
also raise public awareness of vital national security
issues. To date, Occupied, in fact, may well be most
ordinary citizens’ main source of information about
gray-zone aggression.

Joint Military-Industry Gray-Zone Exercises. A
more comprehensive part in private-sector engagement is joint military-industry gray-zone exercises, a
step proposed in a September 2020 paper81 and pioneered by the Czech Republic soon afterward.82 While
most businesses conduct crisis management exercises, such exercises concern tactical threats such as
terrorist attacks or kidnappings of their staff. Because
gray-zone aggression is not directed against specific
companies but affects them because they happen to
be based in a particular country or because they are
targets of convenience, it is virtually impossible for
businesses to exercise for gray-zone threats on their
own. Yet precisely because liberal democracies’ private sectors cannot deflect such aggression, they are
vulnerable targets.

Public Awareness and Corporate Behavior.
Awareness of Beijing’s pressure on the Western film
studios in particular is growing among the Western public. As recent Pew Research Center polling
on global public opinion of China demonstrates, so
16
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Armed forces, in turn, constantly exercise but
focus on threats involving sustained use of force by
adversaries. They lack the capacity to defend the private sector against gray-zone threats, and doing so is
at any rate not their focus. It is clearly in countries’
interest that their private sectors not—unwittingly—
provide adversaries with opportunities for gray-zone
aggression, and equally it is in businesses’ interest to
minimize the effect of gray-zone aggression on their
operations. Joint military-industry gray-zone exercises would be led by the armed forces and include
selected businesses and security-related government
agencies such as the police. Some businesses would
be identified and invited by the government based on
their strategic importance for the country, while others would participate following an application procedure. Exercises would include only a small tabletop
component and instead primarily feature computersimulated scenarios, which would regularly be
updated to reflect the gray-zone threats.
Unlike existing corporate crisis management exercises, which are often only attended by employees
responsible for a firm’s crisis management and are at
any rate tabletop exercises, the gray-zone exercises’
different segments would involve representatives
from all levels of a business, reflecting armed forces’
exercise model. They would, of course, also involve
government agencies with crisis responsibilities and
senior political decision makers.
Firms completing the exercise would be granted
an ISO 9000-style certification, which could be kept
current through recurring participation. Such certification would signal to shareholders that the company
belongs to an elite class of companies in resilience and
that shareholders can therefore have a high degree of
confidence the firm will emerge from national and
international contingencies with only limited damage. Considering the reputational, monetary, and
stock-price damage suffered by businesses successfully targeted by gray-zone attacks, such certification
would likely become a considerable asset and could
become a feature of corporate annual reports in much
the same way as corporate social responsibility.
Like all national security exercises, joint militaryindustry gray-zone exercises also signal to adversaries
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that aggression will not yield the hoped-for results. As
the UK Ministry of Defence’s Development, Concepts
and Doctrine Centre notes, “An actor that repeatedly carries out actions that contribute to deterrence
will build their credibility, both with those who are a
direct recipient of their action and other observers.”83
The Czech exercise initially involved the country’s
five largest defense companies, with further iterations to include energy, IT, health care, and food production. “We see industrial policy as part of not only
economic welfare, but geopolitics and also defence
and security,” Deputy Minister of Defense Tomáš
Kopečný told the Financial Times.
This exercise is basically about creating [a] nexus
between the military and civilian, between the government and private side. . . . The very strategy that
is being applied by Chinese state-affiliated investors
is something that is targeting [Europe’s] critical and
strategic technologies. . . . It’s definitely something
that is decreasing our capability to defend ourselves,
through us losing our technologies that are essential
for defence.84

National Security Courses. Finnish-style national
security courses represent a similarly ambitious
option.85 As in Finland, such a course would be an
opportunity for employers in all parts of society to
nominate promising mid-career leaders for national
security education that also connects them with other
leaders. For any country, it is invaluable when the top
echelon in society—from members of parliament to
heads of NGOs—mostly shares a basic understanding
of national security and knows one another. This, too,
contributes to creating a combined shield that signals
to adversaries that a society is united in wanting to
protect itself.
Finland’s national defense course expressly does
not aim to create a military-industrial complex; on the
contrary, that only 6 percent of the participants come
from the armed forces—compared to 32 percent from
the commercial sector; 19 percent from media, NGOs,
and labor market organizations; and 12 percent from
academia86—highlights the course’s civilian nature.
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Such a focus should also be the goal of prospective
future national security courses. As with the Finnish
course, the aim should clearly be to inform the participants about the country’s national security background and current situation, not to try to influence
any political convictions they may hold.
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gray-zone aggression, they are painfully aware of the
reality though not fully familiar with its extent. It is
thus in business leaders’ and businesses’ interest to
help keep their home countries safe.
Government-Owned Investment Funds. Considering the extent of subversive economics, an additional measure would contribute to the wall of denial:
the creation of government-owned investment funds.
In the 1970s, Schmidt could ask Deutsche Bank to
buy a stake in Daimler-Benz as an act of patriotism.
New legislation in many Western countries will,
of course, require government approval for buyers
from non-EU, non-NATO, and non–Five Eyes countries in more areas than has been the case to date,
but bans resulting from such legislation raise a new
question: If a Chinese or other foreign firm is turned
down, who will buy the stake? Many businesses will
need some sort of recompense for not being allowed
to accept a foreign investment. Solutions like the
German government using its KfW bank to thwart
a Chinese stake in a crucial energy provider are only
patchwork solutions, as are direct government takeovers such as the UK government’s bailout of Royal
Bank of Scotland, one of the country’s largest banks,
in 2008.88
As a first step, governments could strengthen
today’s rudimentary cooperation with private-sector
investors. It would be based not on patriotic pleas
but on business opportunity. Foreign investors are
interested in cutting-edge Western firms for their
business potential (sometimes in combination with
their national security utility). Through regular contact with private-sector investors, governments could
steer investors’ interest in the direction of businesses
whose foreign offers it has blocked. This should obviously be done transparently so that no investor gains
exclusive information.
Governments could also get involved as investors
in their own right. Considering that the businesses
whose foreign investors are likely to be blocked by
many countries’ recent foreign direct investment
legislation are considered essential to the national
interest, it is in the government’s interest to invest
in them. Indeed, precisely because such firms are

Business Leader Allegiance. All three prospective forms of private-sector involvement proposed
above—government-industry briefings, militaryindustry gray-zone exercises, and national security
courses—are based on the assumption that privatesector and civil society leaders will feel at least rudimentary allegiance to the country in which they and
their organizations are based. How does one reconcile
this with globalization, which features not just top
personnel of other nationalities but also foreign ownership even of iconic firms? For example, that Volvo
is now owned by Geely of China87 may invalidate
the old saying that “what is good for Volvo is good
for Sweden.”
It is difficult. While foreign executives may well
feel an allegiance to their businesses’ home country, it cannot be assumed they will. In the case of
foreign-owned companies, the situation is even more
challenging, as they have an obligation to consider
their owners. If forced to choose, will such a business
act in a way that favors its home government or its
owner? The latter will likely win.
Yet it is in everyone’s interest that liberal democracies continue to thrive. While they may have lost some
of their innovation advantage—partially because of
subversive economics—these countries remain the
world’s most desirable bases for businesses. They
have rule of law, freedom from political interference
in business activities, and highly educated and innovative populations. Indeed, having their headquarters
in liberal democracies shields global businesses from
the reach of the authoritarian governments whose
interference they tolerate as the prize of operating in
those governments’ markets.
Turning the Cold War equation around, what
is bad for the UK, Germany, Sweden, or the United
States today is bad for the companies operating there.
Indeed, because businesses are already targets of
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vital to national security in the wider sense, government investments in them would not be a waste of
taxpayer money. On the contrary, it could be a good
investment. In June 2020, the European Commission
published a white paper proposing an investment
fund for this purpose,89 though member states have
not yet taken any concrete steps. Such investment
funds would be a radical step for most Western governments that today take a highly hands-off approach
to the private sector. Yet if the subversive economics
aspect of globalization is to be minimized, something
has to replace the subversive actors.
The same is true for venture capital (VC) investments. While US legislation now limits foreign VC
investments by foreign nationals, many other Western countries lack such protection. Somewhat surprisingly, the US government is also more actively
involved in the VC sector than any other Western
government is, primarily through VC investors such
as the CIA-affiliated In-Q-Tel90 and the Army Venture Capital Initiative.91 The Estonian government,
in turn, owns the VC fund SmartCap,92 while the UK
government’s National Security Strategic Investment
Fund functions as a miniature In-Q-Tel.93 In February
2021, the UK government also launched the Advanced
Research and Innovation Agency, whose 800 million
euro fund chest will fund high-risk innovation similar
to how the United States’ Defense Advanced Research
Projects Agency does.94
Since In-Q-Tel’s launch in 1999, its investments have benefited US national security and
generated financial returns that In-Q-Tel has reinvested. The same scenario appears likely for any
further government-established VC funds. Indeed,
government-supported VC firms similar to In-QTel would not just benefit the startup community
and with it national innovation and the economy
but also be a good use of taxpayer money. Crucially,
such funds could also reduce the attraction not just
of foreign VC funds but also of limited partners. This
would, of course, be the case especially if startup
entrepreneurs were conversant with the national
security implications of accepting funding from VCs
or limited partners with connections to regimes hostile to the West.

Gray-zone exercises alone will clearly not change an
adversary’s cost-benefit calculus. Nor will government investment funds, resilience training, national
defense courses, public-awareness campaigns, or any
of the other initiatives proposed above. Yet together,
they can help create a wall of denial to help deter
other practices including IP theft, disinformation,
and cyberattacks. None of the initiatives imposes a
heavy burden on citizens or businesses; on the contrary, participating may benefit them and the country. As a wall of denial is a purely defensive act, these
measures would also unlikely escalate tension with
the West’s adversaries.
Apart from public-awareness campaigns and especially business leader consultations, which could be
initiated quickly, creating convincing resilience as
outlined above would take time. In addition, it would
need to be created under the intense scrutiny of hostile states that would also likely test any new initiatives as they were being set up and possibly use them
as fodder for disinformation and misinformation.
The time required may, however, be shorter than
expected: The Czech Republic launched its gray-zone
exercise in less than three months after the publication of the report on which it is based. Pilot projects
would be a practical way of acting relatively quickly,
and through pilot projects, organizers can spot gaps
at any early stage.
Another question is who would coordinate the
efforts. This could be a resilience czar or, in larger
countries, perhaps a group of resilience czars—
respected leaders who could, not least through their
personal standing in society, encourage participation.
Seasoned former business leaders or civil society
leaders would be well-suited for this role.95
Building resilience against an adversary whose
government can simply command action is undoubtedly a vexing task, but it is a key answer to helping
keep liberal democracies safe. Voluntary participation in helping keep the country safe is, of course,
what made Sweden’s and Finland’s Cold War total
defense convincing even as they faced similar
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obstacles. With voluntary and multifaceted civil
society participation, liberal democracies can reduce
the gray-zone opportunities for their adversaries,
who may continue to possess intent and capability
but whose ambitions will be thwarted if their opportunities are reduced.
Western countries should naturally also try to
negotiate international gray-zone norms with their
adversaries, but with societal resilience in place, they
will be equipped to create a wall of denial against grayzone aggression.
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